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1 User Documentation
Addendum

This chapter includes information that should be added to or changed in the 5.1.6 release of the set of user
guides for the OmniSwitch 6600 Family, OmniSwitch 7700/7800, and OmniSwitch 8800.

OmniSwitch CLI Reference Guide

The following modifications should be made:

IPv6 Commands

Please refer to Chapter 2, “IPv6 Commands,” in this addendum for CLI commands pertaining to IPvo6.

Chapter 40, “High Availability VLAN Commands”

On page 40-2 the following two bullet items should be added to the Usage Guidelines section for the
vlan port-mac ingress-port command:

® Note that removing the last ingress/egress port from an HA VLAN is not allowed. Deleting the VLAN
is required when there is only one ingress/egress port left in the VLAN.

e All HA VLAN related ports must first belong to the same default VLAN before they are configured as
ingress, egress, or inter-switch ports for the HA VLAN.

On page 40-3 the MIB Objects section for the vlan port-mac ingress-port command should be replaced
with the following:

vl anHAPor t Tabl e

vl anHAPor t VI anl d
vl anHAPor t Type
vl anHAPor t | f | ndex

On page 40-4 the following two bullet items should be added to the Usage Guidelines section for the
vlan port-mac egress-port command:

® Note that removing the last ingress/egress port from an HA VLAN is not allowed. Deleting the VLAN
is required when there is only one ingress/egress port left in the VLAN.

e All HA VLAN related ports must first belong to the same default VLAN before they are configured as
ingress, egress, or inter-switch ports for the HA VLAN.
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User Documentation Addendum

On page 40-5 the MIB Objects section for the vlan port-mac egress-port command should be replaced
with the following:

vl anHAPor t Tabl e

vl anHAPort VI anl d
vl anHAPor t Type
vl anHAPor t | f | ndex

mac-address-table port-mac vian mac

On page 40-6 the following bullet should be added to the Usage Guidelines section for the
mac-address-table port-mac vlan mac command:

® Note that removing the last MAC address from an HA VLAN is not allowed. Deleting the VLAN is
required when there is only one MAC address left.

On page 40-7 the following MIB information should be added to the MIB Objects section for the mac-
address-table port-mac vlan mac command:

vl anHAPor t VI anl d

The following new command should be included in this chapter:
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User Documentation Addendum vlan portmac bandwidth

vlan port-mac bandwidth

Configures the bandwidth for the ingress flood queue associated with high availability (HA) VLANSs.

vlan vid port-mac bandwidth mbps

Syntax Definitions

vid An existing HA VLAN ID number (1-4094).

mbps Bandwidth value for the specified HA VLAN flood queue (1mbps —
1000mbps).

Defaults

By default, the flood queue bandwidth for an HA VLAN is set to 15 mbps.

Platforms Supported
OmniSwitch 7700, 7800, 8800

Usage Guidelines

e The VLAN ID specified with this command must be the ID for an HA VLAN. An HA VLAN contains
at least one ingress or egress port and one MAC address.

® The ingress flood queue is created when the first HA VLAN is configured on the switch, and deleted
when the last HA VLAN is removed from the switch.

Examples

-> vlan 10 port-mac bandw dth 50
-> vlan 200 port-nmac bandw dth 1000

Release History

Release 5.1.6; command was introduced.

Related Commands

vlan port-mac ingress-port Adds and removes ingress ports from an HA VLAN.
vlan port-mac egress-port Adds and removes egress ports from an HA VLAN.
mac-address-table port-mac ~ Adds and removes MAC addresses from an HA VLAN.
vlan mac

MIB Obijects

vl anTabl e

vl anNunber
vl anHABandwi dt h
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vlan portmac bandwidth User Documentation Addendum

On page 40-9 and 40-10 the Examples section for the show mac-address-table port-mac command
should be replaced with the following:

-> show nmac- address-tabl e port-nmac
Port mac configuration for vlian 10

Bandwi dth : 15 MB/ sec

Ingress Port list:

35 317
Egress Port |ist:
3/9 3/6

Mac Address |ist:
00: DA: 95: 3C: 44: 55
00: 13: 14: 34: 5E: 78
01:23:45:C1:17: 21
Port mac configuration for vlian 20
Bandwi dth : 15 MB/ sec

Ingress Port list:

1/4 8/2
Egress Port |ist:
4/9 4/6

Mac Address |ist:
00: 11: 22: 33: 44: 05
07:23:14: 34: 31: 25
00: 23:45:67:43: 04

-> show nac- address-table port-mac vlian 10
Port mac configuration for vlian 10

Bandwi dth : 15 MB/ sec

Ingress Port list:

35 317
Egress Port |ist:
3/9 3/6

Mac Address |ist:
00: DA: 95: 3C: 44: 55
00: 13: 14: 34: 5E: 78
01:23:45:Cl1:17: 21

On page 40-10 the following new field definition should be added to the Output Definitions table for the
show mac-address-table port-mac command:

Bandwidth The bandwidth size for the HA VLAN ingress flood queue. You can
change this value with the vlan port-mac bandwidth.

On page 40-10 the following line should be added to the Release History section for the show mac-
address-table port-mac command:

Release 5.1.6; bandwidth field added.

On page 40-10 the MIB Objects section for the show mac-address-table port-mac command should be
replaced with the following:
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User Documentation Addendum vlan portmac bandwidth

vl anHAPor t Tabl e

vl anHAPor t VI anl d
vl anHAPor t Type
vl anHAPor t | f | ndex

sl MacToPor t MacTabl e

vl anHAPort VI anl d
sl MacToPor t MacAddr ess

vl anTabl e
vl anNunber

Chapter 42, “802.1X Commands”

On page 42-11 replace the Examples section for the show 802.1x command with the following:

-> show 802. 1x 1/13

802. 1x configuration for slot 1 port 13:

direction = bot h,
operational directions = bot h,
port-control = auto,
qui et - peri od (seconds) = 60,

t x- peri od (seconds) = 30,
supp-ti neout (seconds) = 30,
server-tineout (seconds) = 30,
max-req = 2,
re-aut hperi od (seconds) = 3600,
reaut henti cation = no
Quest Mlan I D = 20,
Supplicant polling retry count = 2

On page 42-12 the following two new field definitions should be added to the Output Definitions table
for the show 802.1x command:

Guest VLAN ID Indicates if a guest VLAN is configured for non-802.1x traffic received
on the port. If so, a VLAN ID number appears in this field. Configured

through the 802.1x guest-vlan command This field does not appear on
an OmniSwitch 6800.

Supplicant polling retry  The number of times a device is polled for EAP frames to determine

count whether or not the device is an 802.1x client. Configured through the
802.1x supp-polling retry command. This field does not appear on an
OmniSwitch 6800.

On page 42-13 the following MIB information should be added to the MIB Objects section for the
show 802.1x command:

al aDot 1xGuest VI anConf Tabl e

al aDot 1xGuest VI anNunber
al aDot 1xSuppPol | i ngCnt

The following three new commands should be included in this chapter:
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802.1x guestvlan User Documentation Addendum

802.

1x guest-vian

Configures a guest VLAN for an 802.1x port. When non-802.1x traffic is received on the specified port, it
is assigned to the guest VLAN.

802.1x slot/port guest-vlan {vid | disable}

Syntax Definitions

slot The slot number of the 802.1x port.

port The 802.1x port number.

vid The VLAN ID number that will serve as a guest VLAN for the 802.1x
port.

disable Disables the guest VLAN functionality for the 802.1x port.

Defaults

By default a guest VLAN is not configured for 802.1x ports.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

If a guest VLAN is already configured for the specified 802.1x port, the existing VLAN ID is overwrit-
ten with the new value. For example, if VLAN 10 is configured as a guest VLAN for 802.1x port 10/24
and this command is entered specifying VLAN 20, then VLAN 20 becomes the new guest VLAN for
the port.

Using the disable pulmotor also removes the guest VLAN association from the 802.1x port. The func-
tionality is enabled again when a new guest VLAN is configured.

The guest VLAN option is only available for 802.1x ports operating in the auto mode.
Only one guest VLAN per 802.1x port is allowed.

The VLAN ID specified with this command must already exist. VLANSs are created using the vlan
command.

Note that on an OmniSwitch 6624/6648, non-802.1x clients learned on the guest VLAN are dropped if
an 802.1x client successfully accesses the same port.

Examples

->
->

802.1x 3/1 guest-vlan 5
802. 1x 3/ 1 guest-vlan disable

Release History

Release 5.1.6; command was introduced.
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User Documentation Addendum 802.1x guestvlan

Related Commands

802.1x Configures 802.1X parameters on a particular slot/port.

802.1x supp-polling retry Configures the number of times a device is polled for EAP frames.

show 802.1x Displays information about ports configured for 802.1X.

show 802.1x non-supp Displays non-802.1x devices learned on the switch and their guest
VLAN assignments.

MIB Obijects

al aDot 1xGQuest VI anConf Tabl e
al aDot 1xGuest VI anNunber
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802.1x supp-polling retry

Configures the number of times to poll a device for EAP frames to determine whether or not the device is
an 802.1x client.

802.1x slot/port supp-polling retry retries

Syntax Definitions

slot The slot number of the 802.1x port.

port The 802.1x port number.

retries The number of times a device is polled for EAP frames (1-99).
Defaults

By default, the number of retries is set to 2.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guideline

® The polling interval is 0.5 seconds between each retry.

® Ifno EAP frames are received from a device connected to an 802.1x port, the device is considered a
non-802.1x client (non-supplicant).

o [fa guest VLAN is configured on the 802.1x port, the non-802.1x client is assigned to the guest
VLAN. If a guest VLAN does not exist, the device is blocked from accessing the 802.1x port.

Examples

-> 802.1x 3/1 supp-polling retry 5
-> 802.1x 3/1 supp-polling retry 10

Release History

Release 5.1.6; command was introduced.
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Related Commands

802.1x guest-vlan Configures a guest VLAN to carry non-802.1x traffic that is received on
an 802.1x port.

show 802.1x Displays information about ports configured for 802.1X.

show 802.1x non-supp Displays non-802.1x devices learned on the switch and their guest
VLAN assignments.

MIB Obijects

al aDot 1xGQuest VI anConf Tabl e
al aDot 1xSuppPol | i ngCnt
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show 802.1x non-supp User Documentation Addendum

show 802.1x non-supp

Displays a list of all non-802.1x supplicants learned on all 802.1x ports.

show 802.1x non-supp [slot/port]

Syntax Definitions

slot The slot of the port for which you want to display information.
port The port for which you want to display 802.1X information.
Defaults

N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

If you do not specify a particular slot/port, all non-802.1x supplicants associated with all 802.1X ports are
displayed.

Examples

->show 802. 1x non-supp

Slot MAC VI an
Port Address Lear ned

3/1 00: 61: 4f:11:22: 33 2
3/1 00: 61: 4f : 44: 55: 66 2
3/1 00: 61: 4f:77:88: 99 2
3/3 00: 61: 22: 15: 22: 33 5
3/3 00: 61: 22: 44: 75: 66 5

->show 802. 1x non-supp 3/3

Slot MAC VI an
Port Address Lear ned
_____ s
3/3 00: 61: 22: 15: 22: 33 5
3/3 00: 61: 22: 44: 75: 66 5
output definitions
Sl ot/ Port The 802.1X slot and port number that provides access to the
non-802.1x device.
MAC Address The source MAC address of the non-802.1x device connected to the
802.1x port.
VLAN Lear ned The VLAN ID of the guest VLAN in which the source MAC address of

the non-802.1x device was learned.
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Release History

Release 5.1.6; command was introduced.

Related Commands

show 802.1x Displays information about ports configured for 802.1X.

MIB Obijects

al aDot 1xPort Tabl e

al aDot 1xNonSuppl i cant SI ot Num

al aDot 1xNonSuppl i cant Port Num

al aDot 1xNonSuppl i cant MACAddr ess
al abDot 1xNonSuppl i cant VI anl D

Chapter 22, “IP Commands”

On page 22-6 the following bullet should be added to the Usage Guidelines section for the ip interface
command:

® To create an IP interface for network management purposes, specify Loopback0 (case sensitive) as the
name of the interface. The Loopback0 interface is not bound to any VLAN, so it will always remain
operationally active.

OmniSwitch 7700/7800/8800 Network
Configuration Guide

The following modifications should be made:

Chapter 13, “Configuring IP”

New Section, page 13-9
The following section should be added to page 13-9:

Configuring a LoopbackO Interface

Loopback0 is the name assigned to an IP interface to identify a consistent address for network manage-
ment purposes. The Loopback0 interface is not bound to any VLAN, so it will always remain operation-
ally active. This differs from other IP interfaces in that if there are no active ports in the VLAN, all IP
interface associated with that VLAN are not active. In addition, the Loopback0 interface provides a unique
IP address for the switch that is easily identifiable to network management applications.

This type of interface is created in the same manner as all other IP interfaces, using the ip interface
command. To identify a LoopbackO interface, enter Loopback0 for the interface name. For example, the
following command creates the LoopbackO interface with an IP address of 10.11.4.1:

-> ip interface LoopbackO address 10.11.4.1
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Note the following when configuring the LoopbackO interface:

® The interface name, “Loopback(”, is case sensitive.

® The admin parameter is the only configurable parameter supported with this type of interface.
® The LoopbackO0 interface is always active and available.

® Only one LoopbackO0 interface per switch is allowed.

® Creating this interface does not deduct from the total number of IP interfaces allowed per VLAN or
switch.

LoopbackO Address Advertisement

The Loopback0 IP interface address is automatically advertised by the IGP protocols RIP and OSPF when
the interface is created. There is no additional configuration necessary to trigger advertisement with these
protocols.

Note the following regarding Loopback0 advertisement:
o RIP advertises the host route to the LoopbackO IP interface as a redistributed (directhost) route.

® OSPF advertises the host route to the Loopback0 IP interface in its Router-LSAs (as a Stub link) as an
internal route into all its configured areas.

Configuring a BGP Peer Session with Loopback0

It is possible to create BGP peers using the Loopback0 IP interface address of the peering router and bind-
ing the source (i.e., outgoing IP interface for the TCP connection) to its own configured LoopbackO inter-
face. The LoopbackO IP interface address can be used for both Internal and External BGP peer sessions.
For EBGP sessions, if the External peer router is multiple hops away, the ebgp-multihop parameter may
need to be used.

The following example command configures a BGP peering session using a LoopbackO IP interface
address:

-> ip bgp neighbor 2.2.2.2 update-source LoopbackO

See the OmniSwitch 7700/7800/8800 Advanced Routing Configuration Guide for more information.

Chapter 22, “Configuring 802.1X”
Quick Steps for Configuring 802.1X

On page 22-3 the following two new steps should be added to this section:
6 (Optional) Configure a guest VLAN for the 802.1x port using the 802.1x guest-vlan command.
-> 802.1x 3/1 guest-vlan 5

7 (Optional) Configure the number of times supplicant devices are polled for identification using the
802.1x supp-polling retry command.

-> 802.1x 3/1 supp-polling retry 10

On page 22-3 of this section replace the Note information about how to display 802.1x configuration and
user information with the following:
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Note. Verify the 802.1X port configuration using the show 802.1x command:

-> show 802. 1x 1/13

802. 1x configuration for slot

direction
oper at i onal
port-contro
qui et - peri od (seconds)

t x- peri od (seconds)
supp-ti nmeout (seconds)
server-tineout (seconds)
max-r eq

re-aut hperi od (seconds)
reaut henti cati on

Guest Vlan ID

Suppl i cant

directions

polling retry count

port 13:

bot h,
bot h,
aut o,
60,
30,
30,
30,

2,
3600,
no
20,
2

Optional. To display the number of 802.1x users on the switch, use the show 802.1x users command:

->show 802. 1x users

Slot MAC Por t User

Port Address State Narre

----- T TRy By
3/1 00: 60: 4f: 11: 22: 33 Connecti ng user 50

3/1 00: 60: 4f: 44:55:66 Held user51

3/1 00: 60: 4f: 77:88:99 Authenticated user 52

3/3 00: 60: 22: 15: 22: 33 Force-aut henti cat ed N A

3/3 00: 60: 22: 44: 75: 66 Force-aut henti cat ed N A

3/3 00: 60: 22: 37: 98: 09 Force-aut henti cat ed N A

Optional. To display the number of non-802.1x users learned on the switch, use the show 802.1x non-

supp command:

->show 802. 1x non-supp

Slot MAC VI an

Port Address Lear ned
_____ o
3/1 00:61:4f:11:22:33 2

3/1  00:61: 4f: 44:55: 66 2

3/1 00:61:4f:77:88:99 2

3/3  00:61:22:15:22: 33 5

3/3 00:61:22:44:75:66 5

See the OmniSwitch CLI Reference Guide for information about the fields in this display.

New Section, page 22-7
The following section should be added to page 22-7:
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Guest VLANs for Non-802.1x Supplicants

For those supplicants that are not 802.1x devices—do not send/receive EAP frames—an optional guest
VLAN feature is available to allow traffic from these devices on an 802.1x port. If the user-defined guest
VLAN is not available, then traffic from a non-802.1x device is dropped.

The switch determines whether or not a device is an 802.1x supplicant by sending EAP-Request/Identity
frames on the 802.1x port every 0.5 seconds for a configurable number of times. If no EAP frames are
received from a device after the specified number of attempts, the device is determined to be a non-802.1x
supplicant and is learned on the guest VLAN configured for that port. If no guest VLAN is available, then
the non-802.1x supplicant is blocked from accessing the 802.1x port and no further attempts are made to
solicit EAP frames from the device.

Note the following when using guest VLANS:

e 802.1x supplicants that fail authentication are not eligible for guest VLAN access. This type of VLAN
access is only for those devices identified as non-802.1x supplicants that have not made any attempt to
authenticate.

® Once a non-802.1x supplicant is learned on a guest VLAN, it is no longer eligible for Group Mobility
classification and assignment.

® Ifanon-802.1x supplicant device becomes 802.1x capable when it is a member of a guest VLAN, upon
authentication the device is automatically moved from the guest VLAN to the appropriate 802.1x spec-
ified VLAN. Disconnecting the device from the 802.1x port is not required in this scenario.

® [f an authenticated 802.1x supplicant becomes non-802.1x capable, the device is moved to an existing
guest VLAN after the device is rebooted.

By default a guest VLAN is not configured on an 802.1x port. For information about how to configure a
guest VLAN, see “Configuring a Guest VLAN” on page 1-14. For information about how to set the
number of times an unknown device is polled for identification, see “Configuring the Supplicant Polling
Retry Count” on page 1-15.

New Section, page 22-11

The following section should be added to page 22-11:

Configuring a Guest VLAN

To configure a guest VLAN for an 802.1x port, use the 802.1x guest-vlan command with the relevant slot/
port number and specify an existing VLAN ID. For example:

-> 802.1x 3/1 guest-vlan 5

This command associates guest VLAN 5 with 802.1x port 3/1. When a non-802.1x supplicant is identified
on this port, the source MAC address of the supplicant is learned in VLAN 5. This MAC address is then
aged according to the aging timer value for VLAN 5.

To remove a guest VLAN from an 802.1x port, use the disable option with the 802.1x guest-vlan
command. Note that it is not necessary to specify the guest VLAN ID with this command. For example:

-> 802. 1x 3/1 guest-vlan disable
Note the following when configuring a guest VLAN:

® The guest VLAN option is only available for 802.1x ports operating in the auto mode.
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® Only one guest VLAN is allowed per 802.1x port.

e The VLAN ID specified must already exist in the switch configuration. Use the vlan command to
create a VLAN before configuring it as an 802.1x guest VLAN.

e [faguest VLAN is already configured for the specified 802.1x port when the 802.1x guest-vlan
command is used, the existing VLAN ID is overwritten with the new value.

Configuring the Supplicant Polling Retry Count

To configure the number of times the switch polls an unknown device connected to an 802.1x port, use the
802.1x supp-polling retry command. For example,

-> 802.1x 3/1 supp-polling retry 10

If after the number of polling attempts specified the device has not responded with EAP frames, then the
device is learned as a non-802.1x supplicant in a guest VLAN. If a guest VLAN was not configured for
the 802.1x port, the device is blocked from accessing that port and no other attempts are made to solicit
EAP frames from the device.

Note that the polling interval is set to 0.5 seconds between each retry and is not a configurable at this time.

Chapter 28, “Configuring High Availability VLANs”

Replace all the contents of Chapter 28 with the contents of Chapter 3, “Configuring High Availability
VLANS,” in this addendum.

OmniSwitch 7700/7800/8800 Advanced
Routing Configuration Guide

The following modifications should be made:

Chapter 2, “Configuring BGP”

New Section, page 2-29
The following section should be added to page 2-29:

Configuring a BGP Peer with the Loopback0 Interface

Loopback0 is the name assigned to an IP interface to identify a consistent address for network manage-
ment purposes. The Loopback0 interface is not bound to any VLAN, so it will always remain operation-
ally active. This differs from other IP interfaces in that if there are no active ports in the VLAN, all IP
interface associated with that VLAN are not active. In addition, the LoopbackO interface provides a unique
IP address for the switch that is easily identifiable to network management applications.

It is possible to create BGP peers using the Loopback0 IP interface address of the peering router and bind-
ing the source (i.e., outgoing IP interface for the TCP connection) to its own configured LoopbackO inter-
face. The LoopbackO IP interface address can be used for both Internal and External BGP peer sessions.
For EBGP sessions, if the External peer router is multiple hops away, the ebgp-multihop parameter may
need to be used.
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The following example command configures a BGP peering session using a LoopbackO IP interface

address:

-> ip bgp neighbor 2.2.2.2 update-source LoopbackO

See the OmniSwitch 7700/7800/8800 Network Configuration Guide for more information about configur-

ing an IP LoopbackO interface.

OmniSwitch 6600 Family Network Configuration

Guide

The following modifications should be made:

Chapter 21, “Configuring 802.1X”
Quick Steps for Configuring 802.1X

On page 21-3 the following two new steps should be added to this section:

6 (Optional) Configure a guest VLAN for the 802.1x port using the 802.1x guest-vlan command.

-> 802.1x 3/1 guest-vlan 5

7 (Optional) Configure the number of times supplicant devices are polled for identification using the

802.1x supp-polling retry command.

-> 802.1x 3/1 supp-polling retry 10

On page 22-3 of this section replace the Note information about how to display 802.1x configuration and

user information with the following:

Note. Verify the 802.1X port configuration using the show 802.1x command:

-> show 802. 1x 1/13
802. 1x configuration for slot

di rection
oper ati onal
port-contro
qui et - peri od (seconds)

t x- peri od (seconds)
supp-ti meout (seconds)
server-tineout (seconds)
max- r eq

re-aut hperi od (seconds)
reaut hentication

Quest Vlan ID
Suppl i cant

directions

polling retry count

port 13:

bot h,
bot h,
aut o,
60,
30,
30,
30,

2,
3600,
no
20,
2

Optional. To display the number of 802.1x users on the switch, use the show 802.1x users command:
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->show 802. 1x users

Slot MAC Port User

Port Address State Nane

----- T N NN NN
3/1 00: 60: 4f: 11: 22: 33 Connecti ng user 50

3/1 00:60:4f:44:55:66 Held user51

3/1 00:60:4f:77:88:99 Authenticated user 52

3/3 00: 60: 22: 15: 22: 33 Force-aut henti cat ed N A
3/3 00: 60: 22: 44: 75: 66 Force-aut henti cat ed N A
3/3 00: 60: 22: 37:98: 09 Force-authenticated N A

Optional. To display the number of non-802.1x users learned on the switch, use the show 802.1x non-
supp command:

->show 802. 1x non-supp

Slot NMAC VI an

Port Address Lear ned
_____ o
3/1 00: 61: 4f:11:22: 33 2

3/1 00: 61: 4f : 44: 55: 66 2

3/1 00: 61: 4f: 77:88: 99 2

3/3 00: 61: 22: 15: 22: 33 5

3/3 00: 61: 22: 44: 75: 66 5

See the OmniSwitch CLI Reference Guide for information about the fields in this display.

New Section, page 21-5
The following section should be added to page 21-5:

Guest VLANs for Non-802.1x Supplicants

For those supplicants that are not 802.1x devices—do not send/receive EAP frames—an optional guest
VLAN feature is available to allow traffic from these devices on an 802.1x port. If the user-defined guest
VLAN is not available, then traffic from a non-802.1x device is dropped.

The switch determines whether or not a device is an 802.1x supplicant by sending EAP-Request/Identity
frames on the 802.1x port every 0.5 seconds for a configurable number of times. If no EAP frames are
received from a device after the specified number of attempts, the device is determined to be a non-802.1x
supplicant and is learned on the guest VLAN configured for that port. If no guest VLAN is available, then
the non-802.1x supplicant is blocked from accessing the 802.1x port and no further attempts are made to
solicit EAP frames from the device.

Note the following when using guest VLANS:

® Non-802.1x clients learned on a guest VLAN are dropped if an 802.1x client successfully authenti-
cates on the same port. This is due to a one VLAN per port restriction (either 802.1x VLAN or guest
VLAN assignment but not both) As a result, using a hub connection to provide access for multiple
users to an 802.1x port is not recommended.

e 802.1x supplicants that fail authentication are not eligible for guest VLAN access. This type of VLAN
access is only for those devices identified as non-802.1x supplicants that have not made any attempt to
authenticate.
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® Once a non-802.1x supplicant is learned on a guest VLAN, it is no longer eligible for Group Mobility
classification and assignment.

® [fanon-802.1x supplicant device becomes 802.1x capable when it is a member of a guest VLAN, upon
authentication the device is automatically moved from the guest VLAN to the appropriate 802.1x spec-
ified VLAN. Disconnecting the device from the 802.1x port is not required in this scenario.

® If an authenticated 802.1x supplicant becomes non-802.1x capable, the device is moved to an existing
guest VLAN after the device is rebooted.

By default a guest VLAN is not configured on an 802.1x port. For information about how to configure a
guest VLAN, see “Configuring a Guest VLAN” on page 1-14. For information about how to set the
number of times an unknown device is polled for identification, see “Configuring the Supplicant Polling
Retry Count” on page 1-15.

New Section, page 21-10

The following section should be added to page 21-10:

Configuring a Guest VLAN

To configure a guest VLAN for an 802.1x port, use the 802.1x guest-vlan command with the relevant slot/
port number and specify an existing VLAN ID. For example:

-> 802.1x 3/1 guest-vlan 5

This command associates guest VLAN 5 with 802.1x port 3/1. When a non-802.1x supplicant is identified
on this port, the source MAC address of the supplicant is learned in VLAN 5. This MAC address is then
aged according to the aging timer value for VLAN 5.

To remove a guest VLAN from an 802.1x port, use the disable option with the 802.1x guest-vlan
command. Note that it is not necessary to specify the guest VLAN ID with this command. For example:

-> 802.1x 3/1 guest-vlan disable
Note the following when configuring a guest VLAN:
® The guest VLAN option is only available for 802.1x ports operating in the auto mode.

® Only one VLAN is allowed per 802.1x port. If a client successfully authenticates on the port, all guest
VLAN users are dropped.

® The VLAN ID specified must already exist in the switch configuration. Use the vlan command to
create a VLAN before configuring it as an 802.1x guest VLAN.

e Ifa guest VLAN is already configured for the specified 802.1x port when the 802.1x guest-vlan
command is used, the existing VLAN ID is overwritten with the new value.

Configuring the Supplicant Polling Retry Count

To configure the number of times the switch polls an unknown device connected to an 802.1x port, use the
802.1x supp-polling retry command. For example,

-> 802.1x 3/1 supp-polling retry 10

If after the number of polling attempts specified the device has not responded with EAP frames, then the
device is learned as a non-802.1x supplicant in a guest VLAN. If a guest VLAN was not configured for the
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802.1x port, the device is blocked from accessing that port and no other attempts are made to solicit EAP
frames from the device.

Note that the polling interval is set to 0.5 seconds between each retry and is not a configurable at this time.
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2 IPv6 Commands

This chapter details Internet Protocol Version 6 (IPv6) commands for the switch (including RIPng
commands). IPv6 (documented in RFC 2460) is designed as a successor to IPv 4. The changes from IPv4
to IPv6 fall primarily into the following categories:

Expanded Routing and Addressing Capabilities - [Pv6 increases the IP address size from 32 bits to 128
bits, to support more levels of addressing hierarchy and a much greater number of addressable nodes, and
simpler auto-configuration of addresses. The scalability of multicast routing is improved by adding a
"scope" field to multicast addresses.

Header Format Simplification - Some IPv4 header fields were dropped or made optional, to reduce the
common-case processing cost of packet handling and to keep the bandwidth cost of the IPv6 header as low
as possible despite the increased size of the addresses. Even though the IPv6 addresses are four times
longer than the IPv4 addresses, the IPv6 header is only twice the size of the IPv4 header.

Anycast Addressing - A new type of address called a "anycast address" is defined, to identify sets of
nodes where a packet sent to an anycast address is delivered to one of the nodes. The use of anycast
addresses in the IPv6 source route allows nodes to control the path which their traffic flows.

Improved Support for Options - Changes in the way IP header options are encoded allows for more effi-
cient forwarding, less stringent limits on the length of options, and greater flexibility for introducing new
options in the future.

Authentication and Privacy Capabilities - IPv6 includes the definition of extensions which provide
support for authentication, data integrity, and confidentiality. This is included as a basic element of IPv6
and will be included in all implementations.

IPv6 is supported on 6600/7700/7800/8800 series switches running software Release 5.1.6 and up.
MIB information for the IPv6 and RIPng commands is as follows:

Filename: Ipv6.mib
Module: Ipv6-MIB, Ipv6-TCP-MIB, Ipv6-UDP-MIB

Filename: AlcatelIND1Ipv6.mib
Module: alcatelIND11Pv6MIB

Filename: AlcatelIND1Ripng.mib
Module: alcatelIND1RipngMIB
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A summary of the [Pv6 commands is listed here:

IPv6

ipv6 interface

ipv6 address

ipv6 hop-limit

ipv6 interface tunnel source destination
ipv6 hop-limit

ipv6 pmtu-lifetime

ipv6 host

ipv6 neighbor

ipv6 prefix

ipv6 route

ping6

traceroute6

debug ipv6 packet
debug ipv6 trace-category
show ipv6 hosts

show ipv6 icmp statistics
show ipv6 interface
show ipv6 pmtu table
clear ipv6 pmtu table
clear ipv6 neighbors
show ipv6 prefixes

show ipv6 routes

show ipvé6 tcp ports
show ipv6 traffic

clear ipv6 traffic

show ipv6 tunnel

show ipv6 udp ports

IPv6 RIP

ipv6 load rip

ipv6 rip status

ipv6 rip invalid-timer

ipv6 rip garbage-timer

ipv6 rip holddown-timer
ipveé rip jitter

ipv6 rip route-tag

ipv6 rip update-interval
ipv6 rip triggered-sends
ipv6 rip interface metric
ipv6 rip interface recv-status
ipv6 rip interface send-status
ipv6 rip interface horizon
ipvo6 rip debug-level

ipv6 rip debug-type

show ipvé6 rip

show ipv6 rip interface

show ipvé rip peer

show ipv6 rip routes

show ipv6 rip debug
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ipvé interface

Configures an IPv6 interface on a VLAN or IPv6 tunnel.

ipv6 interface if name [vlan vid | tunnel {zid | 6to4}] [enable | disable]
[mtu size]

[ra-send {yes | no}]

[ra-max-interval interval]

[ra-managed-config-flag {true | false}]

[ra-other-config-flag {true | false}]

[ra-reachable-time time]

[ra-retrans-timer time]

[ra-default-lifetime time | no ra-default-lifetime]

[ra-send-mtu] {yes | no}

no ipvé6 interface if name

Syntax Definitions

if name IPv6 interface name.

vlan Creates a VLAN interface.

vid VLAN ID number.

tunnel Creates a tunnel interface.

tid Tunnel ID number.

6to4 Enables 6to4 tunneling.

mtu size Maximum Transmission Unit for the interface.

ra-send Specifies whether the router advertisements are sent on this interface.

ra-max-interval interval Maximum time, in seconds, allowed between the transmission of unso-
licited multicast router advertisements in this interface. The range is 4 -
1,800.

ra-managed-config-flag Value to be placed in the managed address configuration flag field in

router advertisements sent on this interface.

ra-other-config-flag Value to be placed in the other stateful configuration flag in
router advertisements sent on this interface.

ra-reachable-time time Value, in milliseconds, to be placed in the reachable time field in router
advertisements sent on this interface. The range is 0 - 3,600,000). The
special value of zero indicates that this time is unspecified by the router.

ra-retrans-timer time Value, in milliseconds, to be placed in the retransmit timer field in
router advertisements sent on this interface. The value zero indicates
that the time is unspecified by the router.
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ra-default-lifetime time Value, in seconds, to be placed in the router lifetime field in router

advertisements sent on this interface. The time must be zero or between
the value of “ra-max-interval” and 9,000 seconds. A value of zero indi-
cates that the router is not to be used as a default router. The “no ra-
default-lifetime” option will calculate the value using the formula (3 *
ra-max-interval).

enable | disable Administratively enable or disable the interface.

ra-send-mtu Specifies whether the MTU option is included in the router advertise-

ments sent on the interface.

Defaults

parameter default
ra-send yes
ra-max-interval 600
ra-managed-config-flag false
ra-reachable-time 0
ra-retrans-timer 0
ra-default-lifetime no
ra-send-mtu no

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

When you create an IPv6 interface it is enabled by default.
Use the “no” form of the command to delete an interface.
All IPv6 VLAN and tunnel interfaces must have a name.

When creating an IPv6 interface you must specify a VLAN ID, Tunnel ID, or 6to4. When modifying or
deleting an interface, you do not need to specify one of these options unless the name assigned to the
interface is being changed. If it is present with a different value from when the interface was created,
the command will be in error.

A 6to4 interface cannot send advertisements (ra-send).

To enable IPv6 routing you must first create a VLAN, then create an IPv6 interface on the VLAN. See
Chapter 21, “VLAN Management Commands,” for information on creating VLANS.

To route IPv6 traffic over an IPv4 network, you must create an IPv6 tunnel using the ipv6 interface
tunnel source destination command.
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Example

-> ipv6 interface Test vlian 1
-> ipv6 interface Test_Tunnel tunnel 2

-> ipv6 interface Test_6to4 tunnel 6to4

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 interface Displays IPv6 Interface Table
show ipvé6 tunnel Displays [Pv6 Tunnel information and whether the 6to4 tunnel is
enabled.

MIB Obijects

| Pv6l f | ndex
al al Pv6l nt er f aceTabl e

al al Pv6l nt er f aceNane

al al Pv6l nterfaceMu

al al Pv6l nt erf aceSendRout er Adverti senents
al al Pv6l nt er f aceMaxRt r Advl nt er val
al al Pv6l nt er f aceAdvManagedFl ag

al al Pv6l nt er f aceAdvQt her Confi gFl ag
al al Pv6l nt er f aceAdvRet r ansTi ner

al al Pv6l nt erfaceAdvDefaul tLifetinme
al al Pv6l nt erf aceAdnm nSt at us

al al Pv6l nt er f aceAdvReachabl eTi ne

al al Pv6l nt er f aceAdvSendM u

al al Pv6l nt er f aceRowSt at us
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ipvé address

Configures an IPv6 address for an IPV6 interface on a VLAN, configured tunnel, or a 6to4 tunnel. There
are different formats for this command depending on the address type.

ipv6 address ipv6_address /prefix_length [anycast] {if name | loopback}

no ipv6 address ipv6_address /prefix_length [anycast] {if name | loopback}

ipv6 address ipv6_prefix/prefix_length eui-64 {if name | loopback}

no ipvé address ipv6_prefix/prefix_length eui-64 {if name | loopback}

Syntax Definitions

ipv6_address IPv6 address.

/prefix_length The number of bits that are significant in the IPv6 address (mask).
(0...128).

anycast Indicates the address is an anycast address.

eui-64 Append an EUI-64 identifier to the prefix.

if name Name assigned to the interface.

loopback Configures the loopback interface.

Defaults

parameter default

/prefix_length 0

Platforms Supported

OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

You can assign multiple IPv6 addresses to an IPv6 interface.
Use the “no” form of the command to delete an address.

The “eui” form of the command is used to add or remove an IPv6 address for a VLAN or configured
tunnel using an EUI-64 interface ID in the low order 64 bits of the address.

To enable IPv6 routing you must first create a VLAN, then create an IPv6 interface on the VLAN. See
Chapter 21, “VLAN Management Commands,” for information on creating VLANS.

To route IPv6 traffic over and IPv4 network, you must create an IPv6 tunnel using the ipv6 interface
tunnel source destination command.
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Example
-> i pv6 address 4132: 86::19A/ 64 Test_Lab

-> | pv6 address 2002: d423: 2323:: 35/ 64 Test_6t o4

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 interface Displays IPv6 Interface Table.

MIB Objects

| Pv6l f | ndex
al al Pv6l nt er f aceAddr essTabl e

al al Pv6l nt er f aceAddr ess

al al Pv6l nt er f aceAddr essAnycast Fl ag

al al Pv6l nt er f aceEU 64Addr essPrefi xLengt h
al al Pv6l nt er f aceEU 64Addr essr owSt at us

For EUl - 64 Addresses:
al al Pv6l nt er f aceEUI 64Addr esssTabl e

al al Pv6l nt er f aceEUI 64Addr ess
al al Pv6l nt er f aceEUl 64Addr essPrefi xLength
al al Pv6l nt er f aceEUI 64Addr essRowsSt at us
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ipvé6 interface tunnel source destination

Configures the source and destination IPv4 addresses for a configured tunnel.

ipv6 interface if name tunnel {[source ipv4_source] [destination ipv4_destination]}

Syntax Definitions

if name Name assigned to the tunnel interface.
ipv4_source Source IPv4 address for the configured tunnel.
ipv4_destination Destination IPv4 address for the configured tunnel.
Defaults

N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

Use the ipv6 interface command to create an IPv6 tunnel interface.

Example
-> ipv6 interface Test tunnel 2 source 10.255.11.242 destination 10.255.11. 242

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 interface Creates an [Pv6 tunnel interface.

show ipv6 tunnel Displays IPv6 Tunnel information.

MIB Objects

I Pv6l f I ndex
al al Pv6Confi gTunnel v4Sour ce
al al Pv6Confi gTunnel v4Dest
al al Pv6Conf i gTunnel RowSt at us
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ipv6 dad-check

Runs a Duplicate Address Detection (DAD) check on an address that was marked as duplicated.

ipv6 dad-check ipv6_address if name

Syntax Definitions

ipv6_address [Pv6 address.

ip_name Name assigned to the interface.
Defaults

N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

The switch performs DAD check when an interface is attached to the stack and its VLAN first enters the
active state. Use this command to rerun a DAD check on an address that was marked as duplicated.

Example
-> | pv6 dad-check fe80::2d0: 95ff:feba: f458/ 64 Test_Lab

Release History

Release 5.1.6; command was introduced.

Related Commands
N/A.

MIB Objects

al al Pv6l nt er f aceAddr essTabl e
al al Pv6l nt er f aceAddr essDADSt at us
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ipv6é hop-limit
Configures the value placed in the hop limit field in the header of all IPv6 packets that are originated by
the switch. It also configures the value placed in the hop limit field in router advertisements.
ipv6 hop-limit value

no ipv6 hop-limit

Syntax Definitions

value Hop limit value. The range is 0 - 255.
Defaults

parameter default

value 64

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

Use the “no” form of the command to return the hop limit to its default value.

Example

-> ipv6 hop-limt 64

Release History

Release 5.1.6; command was introduced.

Related Commands
N/A.

MIB Obijects

i pv6M bObj ect s
| pv6Def aul t HopLi m t

page 2-10 Release 5.1.6.R02 User Guide Supplement  June 2005



IPvé6 Commands ipvé pmtu-lifetime

ipvé pmtu-lifetime

Configures the configure the minimum lifetime for entries in the path MTU Table.

ipv6 pmtu-lifetime time

Syntax Definitions

time Minimum path MTU entry lifetime, in minutes. Valid range is 10 -
1440.

Defaults

parameter default

time 60

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines
N/A.

Example

-> ipv6e pntu-lifetinme 30

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 pmtu table Displays the IPv6 path MTU Table.
clear ipv6 pmtu table Removes all entries from the IPv6 path MTU Table.

MIB Obijects

al al Pv6Confi gTabl e
al al Pv6PMIUM nLi f eti ne
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ipv6 host

Configures a static host name to IPv6 address mapping to the local host table.
ipv6 host name ipv6_address

no ipvé host name ipv6_address

Syntax Definitions

name Host name associated with the IPv6 address (1 - 255 characters).
ipv6_address IPv6 address.

Defaults

N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

Use the “no” form of the command to remove the mapping from the host table.

Example
-> ipv6 host Lab 4235::1200: 0010

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 hosts Displays IPv6 Local Hosts Table.

MIB Objects

al al Pv6Host Tabl e

al al Pv6Host Nanme
al al Pv6Host Addr ess
al al Pv6Host RowsSt at us
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ipvé neighbor

Configures a static entry in the IPv6 Neighbor Table.

ipv6 neighbor ipv6_address hardware _address {if name} slot/port
no ipvé neighbor ipv6_address {if name}

Syntax Definitions

ipv6_address IPv6 address that corresponds to the hardware address.
hardware_address MAC address in hex format (e.g., 00:00:39:59:F1:0C).

if name Name assigned to the interface on which the neighbor resides.
slot/port Slot/port used to reach the neighbor.

Defaults

N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

Use the “no” form of the command to remove an entry from the IPv6 Neighbor Table.

Example
-> i pv6 nei ghbor 4132:86::203 00: d0: c0: 86: 12: 07 Test 1/1

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 neighbors Displays IPv6 Neighbor Table.

MIB Objects

I Pv6l f I ndex
al al Pv6Nei ghbor Tabl e

al al Pv6Nei ghbor Net Addr ess
al al Pv6Nei ghbor PhysAddr ess
al al Pv6Nei ghbor Sl ot

al al Pv6Nei ghbor Por t

al al Pv6Nei ghbor Rowst at us
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IPv6 Commands

ipvé prefix

Configures an IPv6 prefix on an interface. Used for configuring prefixes for router advertisements.

ipv6 prefix ipv6_address /prefix_length if name

[valid-lifetime time]

[preferred-lifetime time]
[on-link-flag {true | false}

[autonomous-flag {true | false}] if name

no ipvé prefix ipv6_address /prefix_length if name

Syntax Definitions
ipv6_address
/prefix_length

valid-lifetime time
preferred-lifetime time
on-link-flag

autonomous-flag

IPv6 address of the interface.

The number of bits that are significant in the iPv6 address (mask).
(0...128).

Length of time, in seconds, that this prefix will remain valid, i.e. time
until deprecation. A value of 4,294,967,295 represents infinity.

Length of time, in seconds, that this prefix will remain preferred, i.e.
time until deprecation. A value of 4,294,967,295 represents infinity.

On-link configuration flag. When “true.” this prefix can be used for on-
link determination.

Autonomous address configuration flag. When “true,” indicates that this
prefix can be used for autonomous address configuration (i.e., can be
used to form a local interface address).

if name Name assigned to the interface.
Defaults

parameter default

valid-lifetime zime 2,592,000

preferred-lifetime fime 604,800

on-link-flag true

autonomous-flag true

Platforms Supported

OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

Use the “no” form of the command to delete a prefix.

Example

-> ipv6 prefix 4132:86::/64 Test
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Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 prefixes Displays IPv6 prefixes used in router advertisements.

MIB Objects

| Pv6l f | ndex

al al Pv6l nt erfacePrefi xTabl e
al al Pévil nterfacePrefix
al al Pévl nterfacePrefi xLength
al al Pévl nterfacePrefixValidLifetine
al al Pévl nterfacePrefi xPreferredLifetinme
al al P6vI nt er f acePr ef i xonLi nkFl ag
al al Pévl nt er f acePr ef i xAut ononousFl ag
al al P6vl nt er f acePr ef i xRowsSt at us
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ipvé route

Configures a static entry in the IPv6 route.
ipv6 route ipv6_prefix/prefix_length ipv6_address [if name)]
no ipvé route ipv6_prefix/prefix_length ipv6_address [if name]

Syntax Definitions

ipv6_prefix IPv6 network that is the destination of this static route.

/prefix_length The number of bits that are significant in the iPv6 address (mask).
(0...128).

ipv6_address IPv6 address of the next hop used to reach the specified network.

if name If the next hop is a link-local address, the name of the interface used to
reach it.

Defaults

N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800

Usage Guidelines

Use the “no” form of the command to remove a static route.

Example
-> ipv6 route 212:95:5::/64 fe80::2d0: 95ff: feba: f458 v6if-137

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 routes Displays IPv6 Forwarding Table.

MIB Obijects

al al Pv6St ati cRout eTabl e

al al Pv6St at i cRout eNext Hop

al al Pv6St at i cRout el fl ndex

al al Pv6St at i cRout eDest

al al Pv6St at i cRout ePrefi xLength
al al Pv6St at i cRout eRowsSt at us
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ping6é

Used to test whether an IPv6 destination can be reached from the local switch. This command sends an
ICMPv6 echo request to a destination and then waits for a reply. To ping a destination, enter the ping6
command and enter either the destination’s IPv6 address or hostname. The switch will ping the destina-
tion using the default frame count, packet size, and interval (6 frames, 64 bytes, and 1 second respec-
tively). You can also customize any or all of these parameters as described below.

ping6 {ipv6_address | hostname} [if name] [count count] [size data_size] [interval seconds]

Syntax Definitions

ipv6_address IP address of the system to ping.

hostname DNS name of the system to ping.

if name If the target is a link-local address, the name of the interface used to
reach it.

count Number of packets to be transmitted.

size Size of the data portion of the packet sent for this ping, in bytes.

seconds Interval, in seconds, at which ping packets are transmitted.

Defaults

parameter default

count 6

size 56

interval seconds 1

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

® [f you change the default values they will only apply to the current ping. The next time you use the
ping command, the default values will be used unless you again enter different values.

® When the next hop address is a local link address, the name of the interface used to reach the destina-
tion must be specified.
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Example
-> ping6 fe80::2d0: 95ff: feba: f 458/ 64

Release History

Release 5.1.6; command was introduced.

Related Commands

traceroute6 Used to find the path taken by an IPv6 packet from the local switch
to a specified destination.
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tracerouteb

Used to find the path taken by an IPv6 packet from the local switch to a specified destination. This
command displays the individual hops to the destination as well as some timing information.

traceroute6 {ipv6 address | hostname} [if name] [max-hop hop count] [wait-time time] [port
port_number] [probe-count probe]

Syntax Definitions

ipv6_address Destination IPV6 address IPv6 address of the host whose route you
want to trace.
hostname DNS name of the host whose route you want to trace.
if name If the target is a link-local address, the name of the interface used to
reach it.
hop_count Maximum hop count for the trace.
time Delay time, in seconds between probes
port Specific UDP port destination. By default, the destination port is chosen
by traceroute6.
probe Number of probes to be sent to a single hop.
Defaults
parameter default
hop_count 30
time 5
probe 3

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

® When using this command, you must enter the name of the destination as part of the command line
(either the IPv6 address or hostname).

e Use the optional max-hop parameter to set a maximum hop count to the destination. If the trace
reaches this maximum hop count without reaching the destination, the trace stops.

Example
-> traceroute6 41EA: 103::65C3

Release History

Release 5.1.6; command was introduced.

Release 5.1.6.R02 User Guide Supplement  June 2005 page 2-19



tracerouteb IPv6 Commands

Related Commands

ping6 Used to test whether an IPv6 destination can be reached from the
local switch.

page 2-20 Release 5.1.6.R02 User Guide Supplement  June 2005
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debug ipv6 packet

Configures the display of IPv6 debug messages.

debug ipv6 packet

[defaults]

[v6header {concise | verbose}]

[extheader {none | payload | concise | verbose}]

[etherheader {yes | no}]

[raw bytes]

[board {all | cmm | ni [s/lot_number] | none}]

[ether-filter mac_address | either-filter-pair mac_address mac_address | no ether-filter]|
lipvo-filter ipv6_address [/prefix_length] | ipve-filter-pair ipv6_address [/prefix_length] | no ipvé-filter]|
[direction {all | in | out | from-cmm | from-ipv4 | to-cmm | to-ipv4}]

[output {console | file filename}]

no debug ipv6 packet

Syntax Definitions

defaults Resets all settings to default values.
v6header Sets the display format for the IPv6 header.
extheader Sets the display format for IPv6 extension headers:

none - No extension headers will be displayed

payload - Information on the final payload header only
concise - Concise information on all extension headers
verbose - Verbose information on all extension headers.

etherheader Specifies whether the packet's Ethernet header will be displayed.

raw bytes If bytes is not zero, this number of raw hex bytes of the packet will be
displayed.

board Specifies the board(s) on which packet debug is enabled.

ether-filter Allows filtering of packets based on their source and destination MAC

addresses. If a single MAC address is specified, only packets whose
source or destination MAC address match the specified value will be
displayed. If a pair of MAC addresses is specified, only those packets
being exchanged between the two MAC addresses will be displayed.

ipvé-filter Allows filtering of packets based on their source and destination IPv6
addresses. If a single IPv6 address is specified, only packets sent to or
received from that address will be displayed. If a pair of addresses is
specified, only those packets being exchanged between the two
addresses will be displayed.
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IPv6 Commands

direction Allows filtering of packets based on the direction of flow:
all - debug both incoming and outgoing packets
in - debug incoming IPv6 packets
out - debug outgoing packets
from-cmm - debug packets received from the CMM.
from-ipv4 - debug packets received from an [Pv4 interface.
to-cmm - debug packets sent to the CMM.
to-ipv4 - debug packets sent to an [Pv4 interface.

output Specifies the destination for the debug information.
console - write debug information to the console screen or file
file filename - write debug information to the specified file.

Defaults

parameter default

v6header concise

extheader payload

etherheader yes

raw bytes 0

board all

ether-filter

no ether-filter

ipv6-filter

no ipvo6-filter

direction

all

output

console

Platforms Supported

OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

e Use the no form of the command to turn off IPv6 debugging.

® Options are additive across multiple command lines until reset with the “default” option.

Example

-> debug i pv6 packet defaults

Release History

Release 5.1.6; command was introduced.
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Related Commands

debug ipv6 trace-category Enables/disables specific IPv6 EDR trace categories.

MIB Obijects
N/A.
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IPv6 Commands

debug ipv6 trace-category

Enables/disables specific IPv6 EDR trace categories. If a category is enabled (e.g., vlan, tunnel), switch
log messages generated for that category are written to the switch log.

debug ipv6 trace-category [all | default | general | cmm-control | ni-data | ni-control | vlan | tunnel |
neighbor | route | mip | ipc | cd | pm | sm | monitor | rtadv]

no debug ipv6 trace-category [all | default | general | cmmcontrol | nidata | nicontrol | vlan | tunnel |
neigh | route | mip | ipc | cd | pm | sm | monitor | rtadv]

Syntax Definitions
all

default

general

cmm-control

ni-data
ni-control

vlan
tunnel
neighbor
route
mip

ipc

cs

pm

sm
monitor

rtadv

Defaults
N/A

Platforms Supported

Enable/disable all trace categories.

Enable the default trace categories (general and monitor).
Enable/disable the general trace category

Enable/disable trace messages pertaining to the CMM control socket.

Enable/disable trace messages pertaining to the exchange of IPv6 pack-
ets with the NIs.

Enable/disable trace messages pertaining to the control messages
exchanged with the NIs.

Enable/disable trace messages pertaining to VLAN interfaces.
Enable/disable trace messages pertaining to tunnel interfaces.
Enable/disable trace messages pertaining to the neighbor cache.
Enable/disable trace messages pertaining to the forwarding table.
Enable/disable trace messages pertaining to MIP processing.
Enable/disable trace messages pertaining to IPC communications.
Enable/disable trace messages pertaining to chassis supervision.
Enable/disable trace messages pertaining to port manager.
Enable/disable trace messages pertaining to session manager.
Enable/disable debug and monitoring trace messages.

Enable/disable router advertisement trace messages.

OmniSwitch 6624, 6648, 7700, 7800, 8800
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Usage Guidelines

® Use the no form of the command to disable debug messages for a category.

® The general and monitor categories are the only ones enabled by default.

® Options are additive across multiple command lines until reset with the “default” option.

¢ This command controls only debug level switch log messages (Debug 1,2,3). Messages at higher levels

are always logged.

Example

-> debug i pv6 trace-category all

Release History

Release 5.1.6; command was introduced.

Related Commands

debug ipv6 packet Configures the display of IPv6 debug messages.

MIB Obijects
N/A.
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show ipvé6 hosts

Displays IPv6 Local Hosts Table.
show ipvé hosts [substring]

Syntax Definitions

substring Limits the display to host names starting with the specified substring.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

If you do not specify a substring, all [Pv6 hosts are displayed.

Example

-> show i pv6 hosts

Nare | Pv6 Address
___________________________________________ de e e e e e e e m e m e m e e e e e e e e e — e, e, —-—.—————-
i pv6-testl. al catel .com 4235::1200: 0010
i pv6-test2. al catel.com 4235::1200: 0020
ot heri pv6host name 4143: 1295: 9490: 9303: 00d0: 6a63: 5430: 9031
output definitions

Name Name associated with the IPv6 address.

IPv6 Address IPv6 address associated with the host name.

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 host Configures a static host name to IPv6 address mapping to the local
host table.

MIB Objects

al al Pv6Host Tabl e
al al Pv6Host Nanme
al al Pv6Host Addr ess
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show ipvé icmp statistics

show ipvé6 icmp statistics

Displays IPv6 ICMP statistics.

show ipv6 icmp statistics [if name]

Syntax Definitions

if name Display statistics only for this interface.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

The ICMP Table can be used to monitor and troubleshoot the switch.

Example

-> show i pv6 icnp statistics

Tot al

Errors

Destinati on Unreachabl e
Admi ni stratively Prohibited
Ti me Exceeded

Par anet er Probl ens

Packet Too Big

Echo Requests

Echo Replies

Router Solicitations

Rout er Advertisenents

Nei ghbor Solicitations

Nei ghbor Advertisenents

Redi rects

Group Menmbership Queries
Group Menbershi p Responses
G oup Menbershi p Reductions

cNeoNoNeoNeoNolNoNolNoNeoNoNolNoNoNoNoNe

cNeoNoNeoNoNoNoNoNoNoNoNoNoNoNoNoNel
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IPv6 Commands

output definitions
Total Total number of ICMPv6 messages the switch received or attempted
to send.
Errors Number of ICMPv6 messages the switch sent or received but was

Destination Unreachable

Administratively Prohibited

Time Exceeded

Parameter Problems

Packet Too Big

Echo Requests

Echo Replies

Router Solicitations
Router Advertisements
Neighbor Solicitations
Neighbor Advertisements
Redirects

Group Membership Queries

Group Membership Responses

Group Membership Reductions

unable to process because of ICMPv6-specific errors (bad checksums,
bad length, etc.).

Number of Destination Unreachable messages that were sent or
received by the switch.

Number of Destination Unreachable/Communication Administra-
tively Prohibited messages sent or received by the switch.

Number of Time Exceeded messages sent or received by the switch.

Number of Parameter Problem messages sent or received by the
switch.

Number of Packet Too Big messages sent or received by the switch.
Number of Echo Request messages sent or received by the switch.
Number of Echo Reply messages sent or received by the switch.
Number of Router Solicitations sent or received by the switch.
Number of Router Advertisements sent or received by the switch.
Number of Neighbor Solicitations sent or received by the switch.
Number of Neighbor Advertisements sent or received by the switch.
Number of Redirect messages sent or received by the switch.

Number of Group Membership Queries sent or received by the switch.

Number of Group Membership Responses sent or received by the
switch.

Number of Group Membership Reductions sent or received by the
switch.

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 traffic

Displays IPv6 traffic statistics.
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MIB Obijects

i pv6l flcrmpTabl e

i pv6lflcnpl nMsgs

i pv6l flcnplnErrors

i pv6l flcnpl nDest Unr eachs

i pv6l flcrpl nAdmi nPr ohi bs

i pv6l flcrpl nTi neExcds

i pv6l f I cnpl nPar nPr obl ens

i pv6l flcnpl nPkt TooBi gs

i pv6l f I cnpl nEchos

i pv6l f I cnpl nEchoRepl i es

i pv6l flcnmplnRouterSolicits

i pv6l flcnpl nRout er Adverti sements
i pv6l flcnpl nNei ghbor Solicits

i pv6l flcnpl nNei ghbor Adverti senents
i pv6l flcnpl nRedirects

i pv6l f I cnpl nG oupMenbQueri es

i pv6l flcnpl nG oupMenbResponses

i pv6l flcnmpl nG oupMenbReduct i ons

i pv6l flcmpQut Msgs

i pv6lflcnmpQutErrors

i pv6l f | cnpQut Dest Unr eachs

i pv6l f I cnpQut Adm nPr ohi bs

i pv6l flcnmpQut Ti meExcds

i pv6l f I cnmpQut Par nPr obl ens

i pv6l f 1 cnmpQut Pkt TooBi gs

i pv6l flcnmpQut Echos

i pv6l f I cnpQut EchoRepl i es

i pv6l flcnpQut RouterSolicits

i pv6l flcnmpQut Rout er Adverti sement s
i pv6l flcnmpQut Nei ghbor Solicits

i pv6l flcnmpQut Nei ghbor Adverti senments
i pv6lflcnmpQut Redirects

i pv6l f I cnpQut G oupMenbQueri es

i pv6l f I cnpQut G oupMenbResponses

i pv6l flcnmpQut G oupMenbReduct i ons
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show ipvé6 interface

Displays IPv6 Interface Table.

show ipv6 interface [if name | loopback]

Syntax Definitions

if name Interface name. Limits the display to a specific interface.
loopback Limits display to loopback interfaces.

Defaults

N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines
® If you do not specify an interface name, all IPv6 interfaces are displayed.

® Specify an interface name (e.g., VLAN 12) to obtain more detailed information about a specific inter-
face.

Example

-> show i pv6 interface

Nare | Pv6 Address/Prefix Length St at us Devi ce
-------------------- R L e C L LI S
smbif-5 fe80::2d0: 95ff:fel2:f470/ 64 Active VLAN 955
212:95:5::35/64
212:95:5::/64

v6i f-to-eagle fe80::2d0: 95ff: fel2:f470/ 64 Di sabled VLAN 1002
195: 35:: 35/ 64
195:35::/64
V6i f - 6t 04- 137 2002: d423: 2323: : 35/ 64 Active 6t 04 Tunnel
2002: d423: 2323: :/ 64
v6i f-tunnel - 137 fe80::2d0: 95ff: fel2:f470/ 64 Di sabl ed Tunnel 2
137: 35: 35:: 35/ 64
137:35:35::/64 Active | oopback
| oopback 1:1/128
output definitions
Name Interface name. This is usually the VLAN on which the interface is
configured.

IPv6 Address/Prefix Length IPv6 address and prefix length assigned to the interface. If an interface
has more than one [Pv6 address assigned to it, each address is shown on
a separate line.

Status Interface status (e.g., Active/Inactive).
Device The device on which the interface is configured (e.g., VLAN 955).
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-> show i pv6 interface v6if-6to4-137

v6i f - 6t 04- 137

I Pv6 interface index = 16777216(0x01000000)
Admi ni strative status = Enabl ed
Oper ational status = Active
Li nk-1 ocal address(es):
G obal unicast address(es):

2002: d423: 2323:: 35/ 64
Anycast address(es):

2002: d423: 2323::/64
Joi ned group addresses:

ff02::1:ff00:0

ff02::2:93da: 68l b

ffo2::1

ff02::1:ff00: 35
Maxi mum Transfer Unit (MIU) = 1280
Send Router Advertisenents = No
Maxi mum RA interval (sec) = 600
M ni mum RA interval (sec) = 198
RA managed config fl ag = Fal se
RA ot her config flag = Fal se
RA reachabl e tinme (rmns) = 30000
RA retransmit timer (ms) = 1000
RA default lifetime (sec) = 1800
Packets received = 215686
Packets sent = 2019
Byt es received = 14108208
Byt es sent = 178746
Input errors =0
Qut put errors =0
Col I'i si ons =0
Dr opped =0
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-> show i pv6 interface v6if-tunnel -137

v6i f-tunnel - 137

I Pv6 interface index = 16777216(0x01000000)
Admi ni strative status = Di sabl ed
Oper ational status = I nactive
Li nk-1 ocal address(es):

fe80::2d0: 95ff: fel2:f470/ 64
G obal unicast address(es):

137: 35: 35: 35/ 64
Anycast address(es):

137: 35: 35: 35/ 64
Joi ned group addresses:

ff02::1:ff00:0

ff02::1:ff00: 35

ff02::2:93da: 68l b

ffo2::1

ff02::1:ff12:f470
Maxi mum Transfer Unit (MIU) = 1280
Send Router Advertisenents = Yes
Maxi mum RA interval (sec) = 600
M ni mum RA interval (sec) = 198
RA managed config flag = Fal se
RA other config flag = Fal se
RA reachable time (mns) = 30000
RA retransmit timer (mns) = 1000
RA default lifetime (sec) = 1800
Packets received =0
Packets sent =2
Byt es received =0
Byt es sent = 144
I nput errors =0
Qut put errors =2
Col I'i si ons =0
Dr opped =0

output definitions

IPv6 interface index

Administrative status

Operational status

Hardware address
Link-local address

Global unicast address(es)
Joined group address(es)
Maximum Transfer Unit

Send Router Advertisements
Maximum RA interval (sec)

Minimum RA interval (sec)

IPv6IfIndex value that should be used in SNMP requests pertaining to
this interface.

Administrative status of this interface (Enabled/Disabled).

Indicates whether the physical interface is connected to a device
(Active/Inactive).

Interface’s MAC address

Link-local address assigned to the interface.

Global unicast address(es) assigned to the interface.

Addresses of the multicast groups that this interface has joined.
Interface MTU value.

Indicates if the router sends periodic router advertisements and
responds to router solicitations on the interface.

Maximum time between the transmission of unsolicited router adver-
tisements over the interface.

Minimum time between the transmission of unsolicited router adver-
tisements over the interface (0.33 * Maximum RA Interval).

page 2-32

Release 5.1.6.R02 User Guide Supplement  June 2005



IPv6 Commands

show ipvé interface

output definitions
RA managed config flag True/False value in the managed address configuration flag field in
router advertisements.
RA other config flag The True/False value in the other stateful configuration flag field in

RA reachable time (ms)
RA retransmit timer (ms)
RA default lifetime (ms)
Packets received

Packets sent

Bytes received

Bytes sent

Input errors
Output errors

Collisions

Dropped

router advertisements sent over this interface.

Value placed in the reachable time field in the router advertisements
sent over this interface.

Value placed in the retransmit timer field in router advertisements sent
over this interface.

The value placed in the router lifetime field in the router advertisements
sent over this interface.

Number of IPv6 packets received since the last time the counters were
reset.

Number of [Pv6 packets sent since the last time the counters were reset

Number of bytes of data received since the last time the counters were
reset.

Number of bytes of data sent since the last time the counters were reset.

Number of input errors received since the last time the counters were
reset.

Number of output errors received since the last time the counters were
reset.

Number of collisions since the last time the counters were reset.

Number of packets dropped since the last time the counters were reset

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 address Configures an IPv6 address on a VLAN, configured tunnel, or a

6to4 tunnel.

ipv6 interface Configures an IPv6 interface on a VLAN.

MIB Obijects

i pv6l nterfaceTabl e

i pv6Adm nSt at us

i pv6Physi cal Address

i pv6l nt er f aceAddr ess

i pv6Addr ess

i pv6Addr essPrefi x

i pv6l f Ef fectiveMu

i pv6l f St at sl nRecei ves

i pv6l f St at sQut Request s

i pv6l f St at sQut For wDat agr ans
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al al Pv6l nt erf aceTabl e

al al Pv6l nt er f aceNane

al al Pv6l nt er f aceAddr ess

al al Pv6l nt er f aceAdm nSt at us

al al Pv6l nt er f aceRowSt at us

al al Pv6l nterfaceDescri ption

al al Pv6l nterfaceMu

al al Pv6l nterfaceType

al al Pv6l nt erf aceAdnm nSt at us

al al Pv6l nt er f aceSendRout er Adverti senents
al al Pv6l nt er f aceMaxRt r Advl nt er val
al al Pv6l nt er f aceAdvManagedFl ag

al al Pv6l nt er f aceAdvQt her Confi gFl ag
al al Pv6l nt er f aceAdvReachabl eTi ne
al al Pv6l nt er f aceAdvRet r ansTi mer

al al Pv6l nt er f aceAdvDef aul t Li feti ne
al al Pv6l nt er f aceNane

al al Pv6l nt er f aceAdvSendM u
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show ipv6é pmtu table

show ipv6 pmtu table

Displays the IPv6 Path MTU Table.

show ipv6 pmtu table

Syntax Definitions
N/A.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines
N/A.

Example
-> show i pv6 pntu table

1-PMIU Entry

Desti nati on Address Mru Expires
________________________________________________________ e
fe80::02d0: cOf f: f e86: 1207 1280 1h Om
output definitions

Destination Address [Pv6 address of the path's destination.

MTU Path’s MTU.

Expires Minimum remaining lifetime for the entry.

Release History

Release 5.1.6; command was introduced.
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Related Commands

ipv6 pmtu-lifetime Configures the configure the minimum lifetime for entries in the
path MTU Table.
clear ipv6 pmtu table Removes all entries from the IPv6 path MTU Table.

MIB Obijects

al al Pv6Confi gTabl e

al al Pv6PMrubest
al al Pv6PMIUexpi re
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clear ipv6 pmtu table

Removes all entries from the IPv6 path MTU Table.

clear ipv6 pmtu table

Syntax Definitions
N/A.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines
N/A.

Example

-> clear ipvé pntu table

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 pmtu-lifetime Configures the configure the minimum lifetime for entries in the
path MTU Table.
show ipv6 pmtu table Displays the IPv6 path MTU Table.

MIB Objects

al al Pv6Confi gTabl e
al al pv6C ear PMIUTabl e
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show ipv6 neighbors

Displays IPv6 Neighbor Table.
show ipv6 neighbors [ipv6_prefix/prefix_length | if name | hw hardware_address | static]

Syntax Definitions

ipv6_prefix/prefix_length IPv6 prefix. Restricts the display to those neighbors starting with the
specified prefix.

if name Interface name. Restricts the display to those neighbors reached via the
specified interface.

hardware_address MAC address. Restricts the display to the specified MAC address.

static Restricts display to statically configured neighbors.

Defaults

N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

If you do not specify an option (e.g., if name), all IPv6 neighbors are displayed.

Example

-> show i pv6 nei ghbors

| Pv6 Address Har dwar e Address State Type Port Interface
---------------------------- T T T
fe80::02d0: cOf f: f e86: 1207 00: dO: c0: 86: 12: 07 Pr obe Dynamic 1/15 vl an_4

fe80::020a: 03ff:fe7l:fe8d 00: 0a: 03: 71: fe: 8d Reachabl e Dynamic 1/ 5 vl an_17

output definitions
IPv6 Address The neighbor’s IPv6 address.
Hardware Address The MAC address corresponding to the IPv6 address.
State The neighbor’s state:
- Unknown
- Incomplete
- Reachable
- Stale
- Delay
- Probe.
Type Indicates whether the neighbor entry is a Static or Dynamic entry.
Port The port used to reach the neighbor.
Interface The neighbor’s interface name (e.g., vlan_1)
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Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 neighbor Configures a static entry in the [Pv6 Neighbor Table.

MIB Objects

i pv6l f I ndex

al al Pv6Nei ghbor Tabl e
al al Pv6Nei ghbor Net Addr ess
al al Pv6Nei ghbor PhysAddr ess
al al Pv6Nei ghbor Sl ot
al al Pv6Nei ghbor Por t
al al Pv6Nei ghbor Type
al al Pv6Nei ghbor St at e
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clear ipv6é neighbors

Removes all entries, except static entries, from the IPv6 Neighbor Table.

clear ipv6 neighbors

Syntax Definitions
N/A.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines
This commands only clears dynamic entries. If static entries have been added to the table, they must be

removed using the no form of the ipv6 neighbor command.

Example

-> clear ipv6 neighbors

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 neighbor Configures a static entry in the [Pv6 Neighbor Table.
show ipv6 neighbors Displays IPv6 Neighbor Table.

MIB Objects

al al Pv6Nei ghbor Tabl e
al al Pv6Cl ear Nei ghbor s
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show ipvé prefixes

show ipv6 prefixes

Displays IPv6 prefixes used in router advertisements.

show ipv6 prefixes

Syntax Definitions
N/A.

Defaults
N/A.

Platforms Supported

OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines
N/A.

Example

-> show i pv6 prefixes

Legend: Flags: A = Autononopus Address Configuration, L = OnLink

Valid Preferred
Narre I Pv6 Address/Prefix Length Lifetine Lifetine Fl ags Sour ce
-------------- T T T T g Yy
vl an 955 212:95:5::/64 2592000 604800 LA dynami c
vl an 1002 195:35::/64 2592000 604800 LA dynami c
6t 04t unnel 2002: d423: 2323::/ 64 2592000 604800 LA dynanmi c
tunnel 2 137:35:35::/64 2592000 604800 LA dynanmi c
output definitions

Name
IPv6 Address/Prefix Length

Valid Lifetime

Preferred Lifetime

Flags

Source

The interface name. This is usually the VLAN on which the interface is
configured.

The IPv6 prefix and prefix length for a Router Advertisement Prefix
Option.

Length of time, in seconds, that this prefix will remain valid (i.e., time
until deprecation). A value of 4,294,967,295 represents infinity.

Length of time, in seconds, that this prefix will remain preferred (i.e.
time until deprecation). A value of 4,294,967,295 represents infinity.

L - Prefix can be used for onlink determination.
A - Prefix can be used for autonomous address configuration (i.e., can
be used to form a local interface address).

config - Prefix has been configured by management.
dynamic - Router Advertisements are using interface prefixes.
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Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 prefix Configures an [Pv6 prefix on an interface. Used for configuring
prefixes for router advertisements.

MIB Obijects

| Pv6Addr Pref i xTabl e

| Pv6Addr essPrefi XEntry

| Pv6Addr essPrefi xLength

| Pv6Addr essPr ef i xLi nkFl ag

| Pv6Addr essPrefi xAdvval i dLi fetine

| Pv6Addr essPrefi xAdvPreferredLi fetine

al al Pv6l nterfacePrefi xTabl e

al al Pv6l nterfacePrefix

al al Pv6l nterfacePrefi xLength

al al Pv6l nterfacePrefixValidLifetine

al al Pv6l nterfacePrefi xPreferredLifetine
al al Pv6l nt er f acePr ef i xOnLi nkFl ag

al al Pv6l nt er f acePrefi xsource
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show ipvé6 routes

Displays IPv6 Forwarding Table.
show ipvé6 routes [ipv6_prefix/prefix_length | static]

Syntax Definitions

ipv6_prefix/prefix_length IPv6 prefix. Restricts the display to those routes starting with the speci-
fied prefix.

static Restricts display to statically configured routes.

Defaults

N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

If you do not specify an option (e.g., “static”), all IPv6 interfaces are displayed.

Example
-> show i pv6 routes

Legend: Flags: U = Up, G = Gateway, H = Host, S = Static, C = C oneable, D = Dynanmic,

M = Modified, R = Unreachable, X = Externally resolved, B = Discard,
L = Link-layer, 1 = Protocol specific, 2 = Protocol specific
Destination Prefix Gateway Address Interface Age Prot ocol Fl ags
------------------- S,
2210 2002: d468: 8a89: : 137 v6i f - 6t 04- 137 18h 47m 26s Static ucs
137:35:35::/64 fe80::2d0: 95ff:fel2:f470 v6if-tunnel-137 18h 51m 55s Local uc
195:35::/64 fe80::2d0: 95ff:fel2: f470 v6if-to-eagle 18h 51m 55s Local uc
212:95:5::/64 fe80::2d0: 95ff:fel2:f470 snbif-5 18h 51m 55s Local uc
2002::/16 2002: d423: 2323:: 35 v6i f - 6t 04- 137 18h 51m 55s O her u
output definitions
Destination Prefix IPv6 destination address and prefix.
Gateway Address IPv6 address of the gateway used to reach the destination network.
Interface The device the interface is using (e.g., VLAN 6to4tunnel); or loopback.
Age Age of the entry. Entries less than 1 day old are displayed in hh:mm:ss
format. Entries more than 1 day old are displayed in dd:hh format.
Protocol Protocol by which the route was learned.
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Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 route Configures a static entry in the IPv6 route.

MIB Objects

| Pv6Rout eTabl e

| Pv6Rout es
| Pv6Rout esPrefi x
| PV6Rout esSt ati ¢

al al Pv6St at i cRout eTabl e
al al Pv6St ati cRout eEntry
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show ipvé tcp ports

Displays TCP Over IPv6 Connection Table. This table contains information about existing TCP connec-
tions between IPv6 endpoints.

show ipvé6 tcp ports

Syntax Definitions
N/A.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

Only connections between IPv6 addresses are contained in this table.

Example

-> show i pv6 tcp ports

Local Address Port Renpte Address Por t Interface State
-------------------- o S
21 :: 0 listen
N 23 :: 0 listen
2002: d423:2323::35 21 212:61: 61: 0: 2b0: dof f : f e43: d4f 8 34144 v6if-6t04-137 established
2002: d423: 2323:: 35 49153 212: 61: 61: 0: 2b0: dOf f: f e43: d4f 8 34144 v6if-6to04-137 established
output definitions
Local Address Local address for this TCP connection. For ports in the “Listen” state,
which accepts connections on any IPv6 interface, the address is ::0.
Port Local port number for the TCP connection.
Remote Address Remote IPv6 address for the connection. If the connection is in the
“Listen” state, the address is ::0.
Port Remote port number for the TCP connection. If the connection is in the
“Listen” state, the port number is 0.
Interface Name of the interface (or “unknown’) over which the connection is
established.
State State of the TCP connection as defined in RFC 793.

Release History

Release 5.1.6; command was introduced.
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Related Commands

show ipv6 udp ports Displays the UDP Over IPv6 Listener Table.

MIB Obijects

I Pv6TcpConnTabl e

| Pv6TcpConnEnt ry

| Pv6TcpConnLocal Addr ess
| Pv6TcpConnLocal Port

| Pv6TcpConnRemAddr ess

| Pv6TcpConnRenPor t

| Pv6TcpConnl f | ndex

| Pv6TcpConnSt at e
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show ipvé traffic

show ipvé6 traffic

Displays IPv6 traffic statistics.
show ipvé6 traffic [if name]

Syntax Definitions

if name

Defaults
N/A.

Platforms Supported

Interface name. restricts the display to the specified interface instead of

global statistics.

OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

The statistics show the cumulative totals since the last time the switch was powered on, the last reset of the

switch was executed or the traffic statistics were cleared using the command.

Example

-> show ipv6 traffic

| Pv6 statistics

Packets received
Tot al
Header errors
Too big
No route
Address errors
Unknown pr ot ocol
Truncat ed packets
Local discards
Delivered to users
Reassenbl y needed
Reassenbl ed
Reassenbly fail ed
Mul ti cast Packets

Packet s sent
For war ded
Gener at ed
Local discards
Fragment ed
Fragnmentation failed
Fragnments generated
Mul ti cast packets

P OOOUIOOO0OOo

598174
0
12718

N

82306
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output definitions

Total

Header errors

Too big
No route

Address errors

Unknown protocol
Truncated packets

Local discards

Delivered to users

Reassembly needed
Reassembled

Reassembly failed

Multicast packets

Forwarded

Generated

Local discards

Fragmented

Fragmentation failed
Fragments generated

Multicast packets

Total number of input packets received, including those received in
error.

Number of input packets discarded due to errors in their [Pv6
headers (e.g., version number mismatch, other format errors, hop
count exceeded, errors discovered in processing their IPv6 options).

Number of input packets that could not be forwarded because their
size exceeded the link MTU of the outgoing interface.

Number of input packets discarded because no route could be
found to transmit them to their destination.

Number of input packets discarded because the IPv6 address in

their IPv6 header's destination field was not a valid address to be
received at this entity. This count includes invalid addresses (e.g., ::0)
and unsupported addresses (e.g., addresses with unallocated prefixes).

Number of locally-addressed packets received successfully but dis-
carded because of an unknown or unsupported protocol.

Number of input packets discarded because the packet frame
did not carry enough data.

Number of input [Pv6 packets for which no problems were encountered
to prevent their continued processing, ut which were discarded (e.g., for
lack of buffer space). Note that this counter does not include any pack-
ets discarded while awaiting re-assembly.

Total number of packets successfully delivered to IPv6 user protocols
(including ICMP).

Number of IPv6 fragments received that needed to be reassembled.
Number of [Pv6 packets successfully reassembled.

Number of failures detected by the IPv6 reassembly algorithm (for
whatever reason: timed out, errors, etc.).

Number of multicast packets received.

Number of output packets that this entity received and forwarded to
their final destinations.

Total number of IPv6 packets that local IPv6 user-protocols (including
ICMP) supplied to IPv6 in requests for transmission. Note that

this counter does not include any packets counted by the Forwarded
statistic.

Number of output IPv6 packets for which no problem was encountered
to prevent their transmission to their destination, but were discarded
(e.g., for lack of buffer space). Note that this counter would include
packets counted by the Forwarded statistic if any such packets met this
(discretionary) discard criterion.

Number of IPv6 packets successfully fragmented.

Number of IPv6 packets discarded because they needed to be frag-
mented but could not be.

Number of output packet fragments generated as a result of fragmenta-
tion.

Number of multicast packets transmitted.
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Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 icmp statistics Displays IPv6 ICMP statistics.

MIB Objects

i pv6l f St at sTabl e

i pv6l f St at sl nRecei ves

i pv6lfStatslnHdrErrors

i pv6l f St at sl nTooBi gErrors

i pv6l f St at sl nNoRout es

i pv6l f St at sl nAddr Errors

i pv6l f St at s| nUnknownPr ot os
i pv6l f St atsl nTruncat edPkt s
i pv6l f St at sl nDi scar ds

i pv6lf StatslnbDelivers

i pv6l f St at sQut For wDat agr ans
i pv6l f St at sQut Request s

i pv6l f St at sQut Di scar ds

i pv6l f St at sQut Fr agOKs

i pv6l f St at sQut FragFail s

i pv6l f St at sQut Fr agCr eat es

i pv6l f St at sReasnReqds

i pv6l f St at sReasnOKs

i pv6l f St at sReasnfai | s

i pv6l f St at sl nMcast Pkt s

i pv6l f St at sQut Mcast Pkt s
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clear ipvé6 traffic

Resets all IPv6 traffic counters.

clear ipv6 traffic

Syntax Definitions
N/A.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

Use the show ipv6 traffic command to view current IPv6 traffic statistics.

Example

-> clear ipve traffic

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 traffic Displays IPv6 traffic statistics..

MIB Objects

al al Pv6Confi gTabl e
al al Pv6C ear Traffic
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show ipvé tunnel

show ipvé6 tunnel

Displays IPv6 Tunnel information and whether the 6to4 tunnel is enabled.

show ipvé6 tunnel

Syntax Definitions
N/A.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines
N/A.

Example

-> show i pv6 tunnel

| Pv6 6to4 tunnel: Enabl ed
Confi gured Tunnel s:

Tunnel | Pv6 Address/Prefix Length Source | Pv4 Destination | Pv4
1 +2001: 0000: 0200: : 101/ 48 +192. 16.10. 101 +192. 28.5. 254
23 2001: 0000: 0200: : 102/ 48 192. 15. 10. 102 10. 27. 105. 25
v6i f-tunnel - 137 fe80::2d0: 95ff: fel2: f470/ 64 212.35.35.35 212.104.138. 137
output definitions
IPv6 6to4 tunnel Indicates whether 6to4 tunneling is enabled or disabled on the switch.
Tunnel Tunnel ID.
IPv6 Address/Prefix Length IPv6 address associated with the tunnel.
Source IPv4 Source IPv4 address for the tunnel.
Destination 1Pv4 Destination IPv4 address for the tunnel.

Release History

Release 5.1.6; command was introduced.
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Related Commands

ipv6 interface tunnel source Configures the source and destination IPv4 addresses for a config-
destination ured tunnel.

MIB Objects

al al Pv6Confi gTunnel Tabl e

al al Pv6Tunnel 6t 04
al al Pv6Confi gTunnel v4Sour ce
al al Pv6Conf i gTunnel v4Dest
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show ipvé6 udp ports

Displays the UDP Over IPv6 Listener Table. This table contains information about UDP/IPv6 endpoints.
show ipv6 udp ports

Syntax Definitions
N/A.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

Only endpoints utilizing IPv6 addresses are displayed in this table.

Example

-> show i pv6 udp ports

Local Address Por t Interface
________________________ S
output definitions
Local Address Local IPv6 address for this UDP listener. If a UDP listener accepts
packets for any IPv6 address associated with the switch, the value is ::0.
Port Local Port number for the UDP connection.
Interface Name of the interface the listener is using or “unknown.”

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 tcp ports Displays TCP Over IPv6 Connection Table.
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show ipvé udp ports

IPv6 Commands

MIB Obijects

| Pv6UdpTabl e

| Pv6UdpEnt ry

| Pv6UdpLocal Addr ess
| Pv6UdpLocal Port

| PveUdpl f I ndex
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ipvé load rip

Loads RIPng into memory. When the switch is initially configured, you must load RIPng into memory to
enable RIPng routing.

ipv6 load rip

Syntax Definitions
N/A.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines
e RIPng will support a maximum of 1,000 routes.
e RIPng will support a maximum of 20 interfaces.

e Use the ipv6 rip status command to enable RIPng on the switch.

Example

->ipve load rip

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 rip status Enables/disables RIPng routing on the switch.

show ipvé6 rip Displays RIPng status and general configuration parameters.

MIB Objects

al abrcTnConfi g
al aDr cTrl PRi pngSt at us
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ipvé rip status

Enables/disables RIPng on the switch.

ipv6 rip status {enable | disable}

Syntax Definitions

N/A

Defaults
parameter default
enable | disable enable

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

RIPng must be loaded on the switch (ipv6 load rip) to enable RIP on the switch.

Example

-> ipv6 rip status enable

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 load rip Loads RIPng into memory.

show ipv6 ri Displays RIPng status and general configuration parameters.
P p play g g

MIB Objects

al aProt ocol ri png
al aRi pngPr ot oSt at us
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ipvé rip invalid-timer
Configures the amount of time a route remains active in RIB before being moved to the "Garbage" state.

ipv6 rip invalid-timer seconds

Syntax Definitions

seconds Time, in seconds, that a route will remain in an “Active” state. Valid
range is 1 - 300.

Defaults
parameter default
seconds 180

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

This timer is reset each time a routing update is received.

Example
->ipv6 rip invalid-timer 300

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 rip garbage-timer Configures the RIPng garbage timer value.

ipv6 rip holddown-timer Configures the amount of time a route is placed in a holddown state.

MIB Obijects

al aProt ocol ri png
al aRi pngl nval i dTi ner
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ipvé6 rip garbage-timer

Configures the RIPng garbage timer value. When a route in the RIB exceeds the configured Invalid Timer
Value, the route is moved to a “Garbage” state in the the RIB. The garbage timer is the length of time a
route will stay in this state before it is flushed from the RIB.

ipv6 rip garbage-timer seconds

Syntax Definitions

seconds Time, in seconds, that a route will remain in the RIPng Routing Table
before it is flushed from the RIB. Valid range is 0 - 180.

Defaults
parameter default
seconds 120

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

Use the ipv6 rip invalid-timer command to set the Invalid Timer Value.

Example
-> ipv6 rip garbage-tinmer 180

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 rip invalid-timer Configures the amount of time a route remains active in RIB before
being moved to the "Garbage" state.

ipv6 rip holddown-timer Configures the amount of time a route is placed in a holddown state.

MIB Obijects

al aProt ocol ri png
al aRi pngGar bageTi ner
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ipvé6 rip holddown-timer

Configures the amount of time a route is placed in a holddown state. Whenever a route is seen from the
same gateway with a higher metric than the route in the RIB, the route goes into holddown. This excludes
route updates with an INFINITY metric.

ipv6 rip holddown-timer seconds

Syntax Definitions

seconds Time, in seconds, that a route will remain in a holddown state. Valid
range is 0 - 120.

Defaults
parameter default
seconds 0

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

While in holddown, the route continues being announced as usual and used in the RIB. This interval is
used to control route flap dampening.

Example
-> ipv6 rip hol ddown-timer 60

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 rip invalid-timer Configures the amount of time a route remains active in RIB before
being moved to the "Garbage" state.

ipv6 rip garbage-timer Configures the RIPng garbage timer value.

MIB Obijects

al aProt ocol ri png
al aRi pngHol ddownTi ner
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ipvé rip jitter

Configures an offset value for RIPng updates. This is the maximum (positive or negative) value that can
be used to offset the update interval. For example, with an update interval of 30 seconds, and a jitter value
of 5 seconds, the RIPng update packet would be sent somewhere (random) between 25 and 35 seconds
from the previous update.

ipv6 rip jitter value

Syntax Definitions

value Time, in seconds, that a routing update is offset. Valid range is 0 to one-
half the updated interval value (e.g., if the updated interval is 30, the
range would be 0 - 300).

Defaults
parameter default
value 5

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

As you increase the number of RIPng interfaces/peers, it is recommended that you increase the Jitter value
to reduce the number of RIPng updates being sent over the network.

Example

->ipv6e ripjitter 10

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 rip update-interval Configures the RIPng update interval.

show ipvé6 rip Displays RIPng status and general configuration information.

MIB Obijects

al aProt ocol ri png
al aRi pngJitter
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ipvé rip route-tag

Configures the route tag value for RIP routes generated by the switch.

ipv6 rip route-tag value

Syntax Definitions

value Route tag value. Valid range is 0 — 65535.
Defaults

parameter default

value 0

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

This value does not apply to routes learned from other routers. For these routes, the route tag propagates
with the route.

Example

->ipv6 rip route-tag 30

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 ri Displays RIPng status and general configuration information.
Y Y

MIB Objects

al aProtocol ri png
al aRi pngRout eTag
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ipvé6 rip update-interval

Configures the RIPng update interval. This is the interval, in seconds, that RIPng routing updates will be
sent out.

ipv6 rip update-interval seconds

Syntax Definitions

seconds Interval, in seconds, that RIPng routing updates are sent out. Valid range
is 0 - 120.
Defaults
parameter default
seconds 30

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

Use this command, along with the ipv6 rip jitter command to configure RIPng updates.

Example

-> ipv6 rip update-interval 30

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 rip jitter Configures an offset value for RIPng updates.

show ipvé6 rip Displays RIPng status and general configuration information.

MIB Obijects

al aRi png
al aRi pngUpdat el nt er val
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ipvé rip triggered-sends

Configures the behavior of triggered updates.

ipv6 rip triggered-sends {all | updated-only | none}

Syntax Definitions

all All RIPng routes are added to any triggered updates.

updated-only Only route changes that are causing the triggered update are included in
the update packets.

none RIPng routes are not added to triggered updates.

Defaults

parameter default

all | updated-only | none updated-only

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

® Ifsetto “all”, all routes are sent in the update, not just route changes, which increases RIPng traffic on
the network.

* Ifsetto “none”, no triggered updates are sent, which can cause delays in network convergence.

Example

-> ipv6 rip triggered-sends none

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 rip Displays RIPng status and general configuration information.

MIB Objects

al aProtocol ri png
al aRi pngTri gger edSends
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ipvé rip interface

Creates/deletes a RIPng interface.
ipv6 rip interface if name

[no] ipv6 rip interface if name

Syntax Definitions

if name IPv6 interface name.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

® By default, a RIPng interface is created in the enabled state.

® Routing is enabled on a VLAN when you create a router port. However, to enable RIPng routing, you
must also configure and enable a RIPng routing interface on the VLAN’s IP router port. For more
information on VLANSs and router ports, see Chapter 21, “VLAN Management Commands.”

¢ RIPng will support a maximum of 20 interfaces.

Example

->ipv6 rip interface Test_Lab

Release History

Release 5.1.6; command was introduced.
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ipvé rip interface

Related Commands

ipv6 load rip
ipv6 rip status

ipv6 rip interface recv-status
ipv6 rip interface send-status

show ipv6 rip interface

MIB Obijects

al aRi pngl nterfaceTabl e
al aRi pngl nt er f aceSt at us

Loads RIPng into memory.
Enables/disables RIPng on the switch.

Configures IPv6 RIPng interface “Receive” status. When this status
is set to "enable", packets can be received on this interface.

Configures IPv6 RIPng interface “Send” status. When this status is
set to "enable", packets can be sent on this interface.

Displays information for all or specified RIPng interfaces.
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ipvé rip interface metric

Configures the RIPng metric or cost for a specified interface. You can set priorities for routes generated by
a switch by assigning a metric value to routes generated by that switch’s RIPng interface. For example,
routes generated by a neighboring switch may have a hop count of 1. However, you can lower the priority
of routes generated by that switch by increasing the metric value for routes generated by the RIPng inter-
face.

ipv6 rip interface if name metric value

Syntax Definitions

if name IPv6 interface name.

value Metric value. Valid range is 1 - 15.
Defaults

parameter default

value 1

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

When you configure a metric for a RIPng interface, this metric cost is added to the metric of the incoming
route.

Example

-> ipv6 rip Test_Lab netric 1

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 rip interface Creates/deletes a RIPng interface.

show ipv6 rip interface Displays information for all or specified RIPng interfaces.

MIB Objects

al aRi pngl nterfaceTabl e
al aRi pngl nterfaceMetric
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ipvé rip interface recv-status

Configures IPv6 RIPng interface “Receive” status. When this status is set to "enable", packets can be
received on this interface. When it is set to "disable", packets will not be received on this interface.

ipv6 rip interface if name recv-status {enable | disable}

Syntax Definitions

if name IPv6 interface name.
enable | disable Interface “Receive” status.
Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

RIPng must be loaded (ipv6 load rip) and enabled (ipvé rip status)on the switch to send or receive pack-
ets on the interface.

Example

->ipv6 rip interface Test_Lab recv-status disable

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 load rip Loads RIPng into memory.
ipv6 rip status Enables/disables RIPng on the switch.

ipv6 rip interface send-status  Configures IPv6 RIPng interface “Send” status.

MIB Obijects

al aRi pngl nterfaceTabl e
al aRi pngl nt erf aceRecvSt at us
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ipvé rip interface send-status

Configures IPv6 RIPng interface “Send” status. When this status is set to "enable", packets can be sent
from this interface. When it is set to "disable", packets will not be sent from this interface.

ipv6 rip interface if name send-status {enable | disable}

Syntax Definitions

if name IPv6 interface name.
enable | disable Interface “Send” status.
Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

RIPng must be loaded (ipv6 load rip) and enabled (ipvé rip status)on the switch to send or receive pack-
ets on the interface.

Example

->ipve rip interface Test_Lab send-status enabl e

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 load rip Loads RIPng into memory.
ipv6 rip status Enables/disables RIPng on the switch.

ipv6 rip interface recv-status  Configures IPv6 RIPng interface “Receive” status.

MIB Obijects

al aRi pngl nterfaceTabl e
al aRi pngl nt er f aceSendSt at us
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ipvé rip interface horizon

Configures the routing loop prevention mechanisms.

ipv6 rip interface if name horizon {none | split-only | poison}

Syntax Definitions
if name IPv6 interface name.

none | split-only | poison none - Disables loop prevention mechanisms.
split-only - Enables split-horizon, without poison-reverse.
poison - Enables split-horizon with poison-reverse.

Defaults
parameter default
none | split-only | poison poison

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

® [fset to “none” the route is not sent back to the peer.
e Ifsetto ‘split-only”, the route received from the peer is sent back with an increased metric.

® [fset to “poison” the route received from the peer is sent back with an “infinity” metric.

Example

->ipve rip interface Test_Lab none

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 rip interface Displays information for all or specified RIPng interfaces.

show ipv6 rip routes Displays all or a specific set of routes in the RIPng Routing Table.

MIB Objects

al aRi pngl nterfaceTabl e
al aRi pngl nt erf aceHori zon
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ipvé rip debug-level

Configures the RIPng debug level for all debug types.
ipv6 rip debug-level /evel

Syntax Definitions

level Debug level. Valid range is 0 - 255.
Defaults

parameter default

level 0

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

® This command sets the debug level for all configured types. You cannot set different levels for each
type.

e Use the ipv6 rip debug-type command to specify the type of RIPng messages to debug.

® When the debug level is set to 0, the log is turned off.

Example
-> ipv6 rip debug-Ilevel 50

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 rip debug-type Configures the type of RIPng messages to debug.

MIB Obijects

al aRi pngDebug
al aRi pngDebugLevel
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ipvé6 rip debug-type

Configures the type of RIPng messages to debug.
ipv6 rip debug-type [error]| [warning] [recv] [send] [rdb] [age] [mip] [info] [setup] [time] [tm] [all]

Syntax Definitions

error Includes error conditions, failures, processing errors, etc.
warning Includes general warnings, non-fatal conditions.

recv Enables debugging in the receive flow path of the code.
send Enables debugging in the send flow path of the code.
rdb Debugs RIP database handling.

age Debugs code handling database entry aging/timeouts.
mip Debugs RIPng MIP messages.

info Provides general information.

setup Provides information during initialization.

time Debugs timeout handler.

tm Debugs RIPng Task Manager messages.

all Enables all debug options.

Defaults

N/A

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

® Use the no form of the command to disable a debug type.

® You can configure more than on debug type in the same command (see example below).

e Use the ipv6 rip debug-level command to set the debug level. This command sets the debug level for

all configured types. You cannot set different levels for each type.

Example

-> ipv6 rip debug-type error warning recv send

Release History

Release 5.1.6; command was introduced.
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IPv6 Commands

Related Commands

ipv6 rip debug-level

MIB Obijects

al aRi pngDebug

al aRi pngDebugEr r or
al aRi pngDebugWar n
al aRi pngDebugRecv
al aRi pngDebugSend
al aRi pngDebugRdb
al aRi pngDebugAge
al aRi pngDebugM p
al aRi pngDebugl nf o
al aRi pngDebugSet up
al aRi pngDebugTi e
al aRi pngDebugTm

al aRi pngDebugAl |

Configures the RIPng debug level.
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show ipvé rip

show ipvé rip

Displays RIPng status and general configuration parameters.

show ipv6 rip

Syntax Definitions

N/A

Defaults
N/A

Platforms Supported

OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

N/A

Examples

-> show i pv6 rip

St at us

Nunber of routes
Rout e tag

Updat e interval
Invalid interval
Gar bage interval
Hol ddown i nt erval
Jitter interval
Tri ggered Updates

output definitions

Enabl ed,
10,

0,

30,

180,

120,

0,

5,

Al Routes,

Status
Number of routes

Route tag

Invalid interval
Garbage interval
Holddown interval
Jitter interval

Triggered updates

RIPng protocol status (enabled or disabled).
Number of RIPng routes in Forwarding Information Base (FIB).

Route tag value for RIP routes generated by the switch. Valid range is
0-65535. Default is 0.

Invalid Timer setting, in seconds.

Garbage Timer setting, in seconds.

Holddown Timer setting, in seconds.

Jitter setting.

Triggered Updates setting (All Routes, Updated Routes, None).
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Release History

Release 5.1; command was introduced.

Related Commands

ipv6 rip status Enables/disables RIPng routing on the switch.

ipv6 rip route-tag Configures the route tag value for RIP routes generated by the
switch.

ipv6 rip update-interval Configures the Interval, in seconds, that RIPng routing updates are
sent out.

ipv6 rip invalid-timer Configures the amount of time a route remains active in RIB before

being moved to the "garbage" state.

ipv6 rip invalid-timer Configures the RIPng garbage timer value. Routes move into the
garbage collection state because the timer expired or a route update
with an INFINITY metric was received.

ipv6 rip holddown-timer Configures the amount of time a route is placed in a holddown state.

ipv6 rip jitter Configures an offset value for RIPng updates. This is the maximum
(positive or negative) value that can be used to offset the update
interval.

ipv6 rip triggered-sends Configures the behavior of triggered updates.

MIB Obijects

al aRi pngl nterfaceTabl e
al aRi pngl nt er faceSt at us
al aRi pngRout eTag
| aRi pngl nval i dTi mer
al aRi pngGar bageTi ner
al aRi pngHol ddownTi mer
al aRi pngJitter
al aRi pngTri gger edSends
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show ipvé rip interface

show ipvé rip interface

Displays information for all or specified RIPng interfaces.

show ipv6 rip interface [if name]

Syntax Definitions

if name IPv6 interface name.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

If you do not specify an interface, all IPv6 RIP interfaces are displayed.

Example

-> show i pv6 rip interface

Interface Packet s
Narme St at us Recvd Sent Metric
-------------------- T T u Sy
Test _Lab Active 12986 12544 1
Test _Lab_2 Active 12556 12552 1

-> show ipve rip interface if3

Narre = Test _Lab,
I Pv6 interface index = 3,
I nterface status = Active,
Next Update = 27 secs,
Hori zon Mode = Split and Poi son-reverse,
MIU si ze = 1500,
Metric =1,
Send st atus = Enabl ed,
Recei ve st atus = Enabl ed,
Packet s received = 12986,
Packet s sent = 12544,
output definitions
Interface name Interface name.
IPv6 interface index IPv6 index of this interface.
Status Interface status (Active/Inactive).
Packets Recvd Number of packets received by the interface.
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show ipv6 rip interface

IPv6 Commands

output definitions
Packets Sent Number of packets sent by the interface.
Metric RIPng metric (cost) configured for the interface.

IPv6 interface index
Interface status
Next update

Horizon mode

MTU size

Send status

Receive status

Packets received

Packets sent

IPv6 interface index number.
Interface status (Active/Inactive).
Seconds remaining until the next update on this interface.

Interface Horizon Mode (routing loop prevention mechanisms). Dis-
played modes are none/split-only/poison-reverse.

Maximum transmission size for RIPng packets on the interface.

Interface “Send” status. When this status is set to "enable", packets can
be sent from this interface. When it is set to "disable", packets will not
be sent from this interface.

Interface “Receive” status. When this status is set to "enable", packets
can be received by this interface. When it is set to "disable", packets
cannot be received by this interface.

Number of packets received by the interface.

Number of packets sent by the interface.

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 rip interface

ipv6 rip status

ipv6 rip interface recv-status

ipv6 rip interface send-status

ipv6 rip interface metric

ipv6 rip interface horizon

show ipvé rip

IPv6 interface name.
Enables/disables RIPng routing on the switch.

Configures the interface “Receive” status. When this status is set to
"enable", packets can be received by this interface. When it is set to
"disable", packets cannot be received by this interface.

Configures the interface “Send” status. When this status is set to
"enable", packets can be sent from this interface. When it is set to
"disable", packets will not be sent from this interface.

Configures the RIPng metric (cost) for the interface.

Configures the interface Horizon Mode (routing loop prevention
mechanisms).

Displays RIPng status and general configuration parameters (e.g.,
force holddown timer).
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IPvé6 Commands show ipvé rip interface

MIB Obijects

al aRi pngl nterfaceTabl e
al aRi pngl nterfaceEntry
al aRi pngl nt er f aceSt at us
al aRi pngl nt er f acePacket sRcvd
al aRi pngl nt er f acePacket sSent
al aRi pngl nterfaceMetric
al aRi pngl nt er f acel ndex
al aRi pngl nt er f aceNext Updat e
al aRi pngl nt er f aceHori zon
al aRi pngl nt er f aceMru
al aRi pngl nt er f aceSendSt at us
al aRi pngl nt erf aceRecvSt at us
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show ipvé rip peer

Displays a summary of the observed RIPng peers, or specific information about a peer when a peer
address is provided.

show ipvé6 rip peer [ipv6_addresss]

Syntax Definitions

ipv6_addresss IPv6 address of the peer.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

If you do not specify a peer, all IPv6 RIP peers are displayed.

Example
-> show i pv6 peer

Seen on Packet s Last
Addr ess Interface Recv Updat e
----------------------------- T
fe80::200: 39ff:felf:710c vl anl72 23 20
fe80::2d0: 95ff: fel2: da40 bkbone20 33 2
fe80: :2d0: 95ff: fel2: da40 vl an150 26 25
fe80::2d0: 95ff: f eba: 5d41 nssa23 20 25

-> show i pv6 rip peer fe80::2d0:95ff:fel2: da40

Peer #1 address f e80: : 2d0: 95f f: f e12: da40,

Seen on interface = bkbone20,
Last Update = 8 secs,
Recei ved packets = 33,

Recei ved bad packets =0

Recei ved routes = 5,

Recei ved bad routes =0

Peer #2 address f e80: : 2d0: 95f f: f el2: da40,

Seen on interface = vl anl150,
Last Update = 1 secs,
Recei ved packets = 27,
Recei ved bad packets =0

Recei ved routes = 2,

Recei ved bad routes =0
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output definitions
Address IPv6 address of the peer.
Seen on Interface Interface used to reach the peer.
Packets Recvd Number of packets received from the peer.
Last Update Number of seconds since the last updated was received from the peer.
Peer address Peer IPv6 address.
Received packets Number of packets received from the peer.
Received bad packets Number of bad packets received from the peer.
Received routes Number of RIPng routes received from the peer.
Received bad routes Number of bad RIPng routes received from the peer.

Release History

Release 5.1.6; command was introduced.

Related Commands

show ipv6 rip interface Displays all or specified RIPng interface status

show ipv6 rip routes Displays all or a specific set of routes in the RIPng Routing Table.

MIB Obijects

al aRi pngPeer Tabl e

al aRi pngPeer Entry

al aRi pngPeer Addr ess

al aRi pngPeer | ndex

al aRi pngPeer Last Updat e
al aRi pngPeer NuniJpdat es
al aRi pngPeer BadPacket s
al aRi pngPeer NunRout es
al aRi pngPeer BadRout es
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show ipvé rip routes

Displays all or a specific set of routes in the RIPng Routing Table.

show ipvé6 rip routes [dest <ipv6_prefix/prefix_length>] | [gateway <ipv6_addr>] | [detail <ipv6
prefix/prefix_length>]

Syntax Definitions

dest Displays all routes whose destination matches the IPv6 prefix/prefix
length.

gateway Displays all routes whose gateway matches the specified IPv6 address.

detail Displays detailed information about a single route matching the speci-

fied destination.

ipv6_addr IPv6 address.

ipv6_prefix/prefix length IPv6 address and prefix/prefix length.
Defaults

N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

If you do not enter one of the optional parameters, all IPv6 RIP routes are displayed.

Example

-> show ipv6 rip routes

Legends: State: A = Active, H = Hol ddown, G = Garbage

Desti nati on Gat eway State Metric Proto
--------------- L L L E Eepepup
100::1/128 +f €80: : 200: 39f f: felf: 710c A 2 Ri p
100::100: 1/ 128 +fe80::200:39ff:felf:710c A 2 Ri p
400: :/100 +f €80: : 2d0: 95f f : f e12: e050 A 1 Local
900::/100 +f €80: : 2d0: 95f f: f e12: e050 A 1 Local
8900: : /100 +f €80: : 2d0: 95f f: f e12: da40 A 2 Rip
9800: : /100 +f €80: : 2d0: 95f f: f e12: da40 A 2 Rip
9900: :/ 100 +f €80: : 2d0: 95ff: fel2: e050 A 1 Local
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show ipvé rip routes

-> show ipv6 rip routes detail 9900::/100

Destination = 9900: :,

Mask | ength = 100,

Gat eway (1) = fe80::2d0: 95ff: fel2: e050,

Pr ot ocol = Local,

Qut Interface = nssa23,

Metric =1,

St at us = Install ed,

State = Active,

Age = 10544s,

Tag = 0,

Gat eway( 2) = fe80::2d0: 95ff: fel2: dad0,

Pr ot ocol = Rip,

Qut Interface = bkbone20,

Metric = 2,

St at us = Not Installed,

State = Active,

Age = 15s,

Tag =0,

output definitions
Destination IPv6 address/address length of the destination.
Gateway IPv6 gateway used to reach the destination.
State Route status (Active/Inactive).
Metric Routing metric for this route
Protocol Protocol used to learn the route.
Mask Length Prefix Length.
Out Interface The interface used to reach the destination.
Status Route status (Active/Inactive)
Age The number of seconds since the route was last updated.
Tag The route tag value for the route.

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 rip interface

ipv6 rip interface metric

show ipv6 rip interface

Creates/deletes a RIPng interface.

Displays all or specified RIPng interface status.

Configures the RIPng metric or cost for a specified interface.
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MIB Obijects

al aRi pngRout eTabl e
al aRi pngRout eEntry
al aRi pngRout ePref i xLen
al aRi pngRout eNext Hop
al aRi pngRout eType
al aRi pngRout eAge
al aRi pngRout eTag
al aRi pngRout eSt at us
al aRi pngRout eMetric
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show ipvé rip debug

show ipvé6 rip debug

Displays the current RIPng debug level and types.
show ipv6 rip debug

Syntax Definitions
N/A.

Defaults
N/A.

Platforms Supported
OmniSwitch 6624, 6648, 7700, 7800, 8800

Usage Guidelines

N/A.

Example

-> show i pv6 rip debug

Debug Level = 0,

error = on,
war ni ng = of f,
recv = off,
send = of f,
rdb = of f,
age = of f,
mp = of f,
info = off,
setup = of f,
tinme = of f,
tm = of f,
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output definitions
Debug Level Debug level. Valid range is 0 - 255. Default is 0.
Debug Type Status (on/off) error - Includes error conditions, failures, processing errors, etc.

warning - Includes general warnings, non-fatal conditions.
recv - Enables debugging in the receive flow path of the code.
send - Enables debugging in the send flow path of the code.
rdb - Debugs RIP database handling.

age - Debugs code handling database entry aging/timeouts.
mip - Debugs RIPng MIP messages.

info - Provides general information.

setup - Provides information during initialization.

time - Debugs timeout handler.

tm - Debugs RIPng Task Manager messages.

all - Enables all debug options.

Release History

Release 5.1.6; command was introduced.

Related Commands

ipv6 rip debug-level Configures the RIPng debug level.
ipv6 rip debug-type Configures the type of RIPng messages to debug.

MIB Obijects

al aRi pngDebug

al aRi pngDebugLevel
al aRi pngDebugEr r or
al aRi pngDebugWar n
al aRi pngDebugRecv
al aRi pngDebugSend
al aRi pngDebugRdb
al aRi pngDebugAge
al aRi pngDebugM p
al aRi pngbebugl nf o
al aRi pngDebugSet up
al aRi pngDebugTi e
al aRi pngDebugTm

al aRi pngDebugAl |
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3 Configuring High
Availability VLANSs

High availability (HA) VLANS, unlike standard VLANSs, allow you to send traffic intended for a single
destination MAC address to multiple switch ports. These high availability VLANs can be used to manage
server clusters.

In This Chapter

This chapter describes the basic components of high availability VLANs and how to configure them
through the Command Line Interface (CLI). CLI commands are used in the configuration examples; for
more details about the syntax of commands, see the OmniSwitch CLI Reference Guide.

Configuration procedures described in this chapter include:

® (Creating a VLAN on page 3-9.

® Adding ingress ports to a high availability VLAN on page 3-10.

® Adding egress ports to a high availability VLAN on page 3-12.

® Adding MAC addresses to a high availability VLAN on page 3-13.
¢ Configuring inter-switch ports for HA VLANSs on page 3-14.

® Configuring the ingress flood queue bandwidth on page 3-15

Note. You can also configure and monitor high availability VLANs with WebView, Alcatel’s embedded
web-based device management application. WebView is an interactive and easy-to-use GUI that can be
launched from OmniVista or a web browser. Please refer to WebView’s online documentation for more
information on configuring and monitoring high availability VLANs with WebView.
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High Availability VLANs Specifications

The table below lists specifications for high availability VLAN software.

RFCs Supported

2674—Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering and Virtual
LAN Extensions

IEEE Standards Supported

802.1D—Media Access Control Bridges
802.1w—Rapid Reconfiguration (802.1D Amend-
ment 2)

802.1s—Multiple Spanning Trees (802.10 Amend-
ment 3)

Maximum high availability VLANS per switch

32

Switch ports eligible for high availability VLAN

assignment.

Fixed ports on second-generation Network Interface
(NI) modules.

Switch port not eligible for high availability

VLAN assignment.

Mobile, 802.1Q tagged, link aggregate, Learned Port
Security (LPS), mirrored or mirroring ports, and all
ports on first-generation NI modules.

Spanning Tree modes supported.

Flat (one Spanning Tree instance per switch).
1x1 (one Spanning Tree instance per VLAN).

CLI Command Prefix Recognition

All high availability VLAN configuration commands
with the vlan prefix support prefix recognition. (How-
ever, the show mac-address-table port-mac com-
mand does not support prefix recognition.) See the
“Using the CLI” chapter in the OmniSwitch 7700/
7800/8800 Switch Management Guide for more infor-
mation.

High Availability Default Values

The table below lists default values for high availability VLAN software.

Parameter Description Command Default Value/Comments
Ingress ports assigned. vlan port-mac ingress-port No ingress ports assigned.
Egress ports assigned. vlan port-mac egress-port No egress ports assigned.

MAC addresses assigned.

mac-address-table port-mac ~ No MAC addresses assigned.

vlan mac

high availability VLAN ingress
Flood queue bandwidth

vlan port-mac bandwidth 15 Mbps

page 3-2
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Quick Steps for Creating High Availability VLANs

Follow the steps below for a quick tutorial on configuring high availability (HA) VLANs. Additional
information on how to configure each command is given in the sections that follow.

1 Create a default VLAN for the HA VLAN ports with the vlan command as shown below:
-> vlan 10

2 Assign ports to the new default VLAN with the vlan port default command as shown below:
->vlan 10 port default 1/1, 3/2, 3/7, 6/1, 6/2

3 Create a VLAN that will become the HA VLAN once configured with ingress and egress ports. For
example:

-> vlan 200

4 Configure ports 1/1 and 3/2 as ingress ports for HA VLAN 200. Use the vlan port-mac ingress-port
command as shown below:

-> vlan 200 port-nac ingress-port 1/1 3/2

5 Configure ports 6/1 and 6/2 as egress ports for HA VLAN 200. Use the vlan port-mac egress-port
command as shown below:

-> vlan 200 port-nac egress-port 6/1 6/2

6 Assign a MAC address to this high availability VLAN with the mac-address-table port-mac vlan
mac command. For example:

-> mac-address-tabl e port-nmac vlan 200 nac 00: DA: 29: 3C: 11: 20

7 Configure port 3/7 as an inter-switch port for the HA VLAN with the vlan 802.1q command as shown
below:

-> vlan 200 802.1q 3/7

Note that Step 7 is only done when the HA VLAN is configured across two switches. The ports that
provide the connection between the two switches must be tagged with the HA VLAN ID.

8 Setthe HA VLAN ingress flood queue bandwidth size to 100 Mbps. Use the vlan port-mac band-
width command as shown below:

-> vlan 200 port-mac bandw dth 100
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Note. Optional. You can display the configuration of high availability VLANs with the show mac-
address-table port-mac command. For example:

-> show nmac- address-tabl e port-mac 200
Port mac configuration for vlan 200

Bandwi dth : 100 MB/ sec

Ingress Port |ist:

1/1 3/2
Egress Port list:
6/1 6/2

Mac Address list:
00: DA: 29: 3C: 11: 20

An example of what these commands look like entered sequentially on the command line:

-> vlan 10

-> vlan 10 port default 1/1 3/2 3/7 6/1 6/2

-> vlan 200 port-mac ingress-port 1/1 3/2

-> vlan 200 port-nac egress-port 6/1 6/2

-> mac-address-tabl e port-nmac vlan 200 nac 00: DA: 29: 3C: 11: 20
-> vlan 200 802.1q 3/7

-> vlan 200 port-nmac bandw dth 100
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High Availability VLAN Overview

High availability (HA) VLANS send traffic intended for a single destination MAC address to multiple
switch ports. This section provides a brief overview on how traffic flows in and out of high availability
VLANS and how high availability VLANs can manage third-party high availability firewall clusters (see
“High Availability Firewall Clusters” on page 3-6 for information).

An HA VLAN is configured by creating a standard VLAN and then assigning ingress or egress ports to
the VLAN. Once these types of ports are assigned, the standard VLAN automatically becomes an HA
VLAN. When this occurs, standard VLAN commands no longer apply.

Destination MAC addresses (unicast and multicast) are also assigned to high availability VLANs. These
addresses identify ingress port traffic that the switch will send out on all egress ports that belong to the
same VLAN

In addition to assigning ingress and egress ports, tagging inter-switch link ports with an HA VLAN ID is
allowed. Ingress port traffic destined for an HA VLAN MAC address is sent out on all egress and inter-
switch link ports that belong to the same VLAN. Traffic forwarded on inter-switch link ports is done so in
accordance with the Spanning Tree state of the port.

It is also possible to configure the ingress flood queue bandwidth size for HA VLANS. See “Configuring
the Flood Queue Bandwidth” on page 3-15 for more information.

Note. Once a VLAN becomes an HA VLAN, only ingress, egress, and tagged inter-switch link ports are
allowed as members of that VLAN.
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Ingress and Egress Traffic Flows

The figure below shows how ingress traffic is handled by high availability VLANS.

OmniSwitch

/ | | MAC Address:

é 01:20:da:05:f5:2a
/I 5
/) MAC Address:
/" 00:95:2a:05:ff:4a
High
******** Avdailability 1o
VLAN i
- MAC Address:
SN\ 00:95:2a:05:ff:4a
SN\
Ingress Egress
Ports Ports

Ingress to Egress Port Flow

In the above example, packets received on the ingress ports that are destined for the high availability
VLAN MAC address are sent out the egress ports that are members of the same VLAN. Since all three
servers are connected to egress ports, they all receive the ingress port traffic. This provides a high level of
availability in that if one of the server connections goes down, the other connections still forward traffic to
one of the redundant servers.

Note the following regarding ingress and egress port traffic flow:

® Ingress port traffic destined for the high availability VLAN MAC address is only sent out on egress
ports and not on any other ingress ports.

® [fapacket received on an ingress port is not destined for the high availability VLAN MAC address, the
packet is bridged as regular traffic to all ports in the VLAN, not just egress ports.

o Traffic received on egress ports is bridged as regular traffic to all ports assigned to the VLAN, regard-
less of their ingress or egress port state.

High Avadilability Firewall Clusters

One key application of high availability VLANS is interfacing with third-party high availability firewall
clusters, which allow two or more servers running a common firewall application to work as if they were
one system. The following subsection describes an example HA VLAN implementation that is used to
interface with a third-party high availability firewall cluster.
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Traditional Firewall Implementation

The figure below shows two high availability VLANS that are used to manage a third-party high availabil-
ity firewall cluster. Unsecure traffic from the Internet comes into the OmniSwitch through the ingress port
1/1 of high availability VLAN 10. This traffic is sent to the high availability cluster through the egress
ports that belong to HA VLAN 10 (2/9, 2/10, and 3/5).

\\/ﬁf\/ \f’\/
/flniernei \ // Private \
/

/\ L Neiwork /\

/
K / OmniSwitch \\ j
D

=g q N
i
Firewall Port Clusters

Data Flow ata Flow

Ingress »N - R

Egress >
Firewall and High Availability Cluster

The third-party high availability firewall cluster sends authorized traffic to ports 4/1, 5/3, and 5/4 that
belong to standard VLAN 20. This traffic is then forwarded on VLAN 20 to the private network.

See “Application Example 1: Firewall Cluster” on page 3-16 for instructions on how to configure the high
availability VLANSs in the example above.
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Configuring High Availability VLANs on a Switch

This section describes how to use the Command Line Interface (CLI) commands to configure high avail-
ability (HA) VLANS on a switch. For a brief tutorial on configuring HA VLANSs, see “Quick Steps for
Creating High Availability VLANSs” on page 3-3.

When configuring HA VLANSs, you must perform the following steps:

1 Create a VLAN. To create a VLAN use the vlan command, which is described in “Creating and
Deleting VLANSs” on page 3-9.

2 Assign Ingress Ports. To assign ingress ports to the high availability VLAN, use the vlan port-mac
ingress-port command, which is described in “Assigning and Removing Ingress Ports” on page 3-10.

3 Assign Egress Ports. To assign egress ports to the high availability VLAN, use the vlan port-mac
egress-port command, which is described in “Assigning and Removing Egress Ports” on page 3-12.

4 Assign MAC Addresses. To assign MAC addresses to the high availability VLAN, use the mac-
address-table port-mac vlan mac command, which is described in “Assigning and Removing MAC
Addresses” on page 3-13.

5 Configure Inter-Switch Ports. To configure an HA VLAN across two switches, use the vlan 802.1q
command to tag the connection ports with the HA VLAN ID. This procedure is described in “Configuring
Inter-switch Ports for HA VLANSs” on page 3-14.

6 Configure The Flood Queue Bandwidth. To configure the size of the HA VLAN ingress flood queue
bandwidth, use the vlan port-mac bandwidth command, which is described in “Configuring the Flood
Queue Bandwidth” on page 3-15.

Note. You must have write access to the VLAN family of commands (i.e., the domain-layer2 domain) to
use the commands described in the following subsections. See the “Managing Switch User Accounts” in
the OmniSwitch 7700/7800/8800 Switch Management Guide for more information.

Note the following when configuring HA VLANS:

® Only fixed ports on second-generation Network Interface (NI) modules are eligible for HA VLAN
assignment. Mobile ports, 802.1Q tagged ports, link aggregate ports, Learned Port Security (LPS)
ports, and ports that mirror or are mirrored are not eligible for HA VLAN use.

e All HA VLAN related ports must first belong to the same default VLAN before they are configured as
ingress, egress, or inter-switch ports for the HA VLAN.

® Only ingress/egress and tagged inter-switch ports are allowed in an HA VLAN. See “Configuring
Inter-switch Ports for HA VLANS” on page 3-14 for more information about inter-switch ports.

® Do not assign an HA VLAN as the default VLAN for a port. Any attempt to do so is not allowed.

® When a port is assigned to an HA VLAN as an ingress or egress port, the default VLAN assignment
remains the same. For example, if VLAN 10 is the default VLAN for port 3/10 and this same port is
associated with HA VLAN 200 as an ingress or egress port, VLAN 10 still remains the default VLAN
for port 3/10. In addition, the show vlan port command only shows the VLAN 10 assignment.

® Jtis possible to designate a port as both an ingress and egress port.
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e Jtis highly recommended that all switches that participate in an HA VLAN configuration run in the
same Spanning Tree mode and use the same Spanning Tree protocol (STP, RSTP, MSTP).

Use the show mac-address-table port-mac command to verify the HA VLAN configuration on the
switch. See “Displaying High Availability VLAN Status and Statistics” on page 3-19 for more informa-
tion.

Creating and Deleting VLANSs

The following subsections describe how to create and delete a VLAN with the vlan command.

Note. This chapter provides only a basic description of creating and deleting VLANS. For a complete
description of configuring and monitoring VLANS on a switch, please refer to Chapter 5, “Configuring
VLANSs.”

Creating a VLAN

To create a new VLAN use the vlan command by entering vlan followed by the VLAN ID number, which
can be any integer from 2 to 4094. (Default VLAN 1 is part of the standard switch configuration and does
not need to be created.) For example, to create a VLAN with a VLAN ID number of 10 enter

-> vlan 10

You can also specify the administrative status and a name for the VLAN with the vlan command. For
example, to administratively enable (the default) a VLAN when you configure it enter vlan followed by
the VLAN ID number and enable.

For example, to create vlan 10 and administratively enable it enter
-> vlan 10 enable

To administratively disable a VLAN when you configure it enter vlan followed by the VLAN ID number
and disable.

For example, to create vlan VLAN 10 and administratively disable it enter
-> vlan 10 disable

To assign a name to a VLAN when you configure it enter vlan followed by the VLAN ID number, name,
and a text description, which can be up to 32 characters long.

Note. If a text description has spaces the name must be enclosed within quotes (e.g., “VLAN 10”)

For example, to create VLAN 10 and name it “VLAN10” enter

-> vlan 10 nane VLANLO

Note. You can use the name keyword with the enable and disable keywords (e.g., vlan 10 enable name
VLAN10).
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Deleting a VLAN

To delete a VLAN use the no form of the vlan command by entering no vlan followed by the VLAN’s ID
number. For example, to delete high availability VLAN 10 enter:

->no vlian 10

Assigning and Removing Ingress Ports

The following subsections describe how to assign to and remove ingress ports from a high availability
VLAN with the vlan port-mac ingress-port command.

Note. Using the vlan port-mac ingress-port command will change a standard VLAN to a high availabil-
ity VLAN. Standard VLAN commands do not apply to high availability VLANS.

Assigning Ingress Ports

To assign ingress ports to a high availability VLAN you use the vlan port-mac ingress-port command by
entering vlan, followed by the VLAN’s ID number, port-mac ingress-port, the slot number of the port, a
slash (/), and the port number.

For example, to add ingress port 3/2 to high availability VLAN 10 you would enter:
-> vlan 10 port-mac ingress-port 3/2

You can also add multiple ingress ports by entering vlan, followed by the VLAN’s ID number, port-mac
ingress-port, the slot number of the first port, a slash (/), the port number of the first port, a space, the slot
number of the second port, a slash, and the port number of the second port. Additional ports can also be
added by specifying their slot number, a slash, and their port number preceded by a space.

Note. Ingress ports that belong to the same high availability VLAN do not need to be sequential and can
be on different second-generation NI modules.

For example, to add ingress port 3/2, 5/1, and 7/4 to high availability VLAN 10 you would enter:
-> vlan 10 port-mac ingress-port 3/2 5/1 7/4

You can also add a range of ingress ports by entering vlan, followed by the VLAN’s ID number, port-
mac ingress-port, the slot number of the first port, a slash (/), the port number of the first port on the NI, a
hyphen (-), and the last port on the NI

For example, to add ingress port 2/1 through 2/5 to high availability VLAN 10 enter:
-> vlan 10 port-mac ingress-port 2/1-5

You can add multiple and ranges of ingress ports in the same command line. For example, to add ingress
ports 2/1 through 2/5, 3/2, 5/1, and 7/4 to high availability VLAN 10 you would enter:

-> vlan 10 port-mac ingress-port 2/1-5 3/2 5/1 7/4
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Removing Ingress Ports

To remove ingress ports from a high availability VLAN you use the no form of the vlan port-mac
ingress-port command by entering vlan, followed by the VLAN’s ID number, port-mac no ingress-port,
the slot number of the port, a slash (/), and the port number.

For example, to remove ingress port 3/2 from high availability VLAN 10 you would enter:
-> vlan 10 port-mac no ingress-port 3/2

You can also remove multiple ingress ports by entering vlan, followed by the VLAN’s ID number, port-
mac no ingress-port, the slot number of the first port, a slash (/), the port number of the first port, a space,
the slot number of the second port, a slash, and the port number of the second port. Additional ports can
also be removed by specifying their slot number, a slash, and their port number preceded by a space.

For example, to remove ingress port 3/2, 5/1, and 7/4 from high availability VLAN 10 you would enter:
-> vlan 10 port-mac no ingress-port 3/2 5/1 7/4

You can also remove a range of ingress ports by entering vlan, followed by the VLAN’s ID number, port-
mac no ingress-port, the slot number of the first port, a slash (/), the port number of the first port on the
NI, a hyphen (-), and the last port on the NI.

For example, to remove ingress port 2/1 through 2/5 from high availability VLAN 10 enter:
-> vlan 10 port-mac no ingress-port 2/1-5

You can remove multiple and ranges of ingress ports in the same command line. For example, to remove
ingress ports 2/1 through 2/5, 3/2, 5/1, and 7/4 from high availability VLAN 10 you would enter:

-> vlan 10 port-mac no ingress-port 2/1-5 3/2 5/1 7/4

Note. Removing the last ingress/egress port from an HA VLAN is not allowed. Deleting the VLAN is
required when there is only one ingress/egress port left in the VLAN.
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Assigning and Removing Egress Ports

The following subsections describe how to assign to and remove egress ports from a high availability
VLAN with the vlan port-mac egress-port command.

Note. Using the vlan port-mac egress-port command will change a standard VLAN to a high availability
VLAN. Standard VLAN commands do not apply to high availability VLANS.

Assigning Egress Ports

To assign egress ports to a high availability VLAN you use the vlan port-mac egress-port command by
entering vlan, followed by the VLAN’s ID number, port-mac egress-port, the slot number of the port, a
slash (/), and the port number.

For example, to add egress port 1/5 to high availability VLAN 20 you would enter:
-> vlan 20 port-nmac egress-port 1/5

You can also add multiple egress ports by entering vlan, followed by the VLAN’s ID number, port-mac
egress-port, the slot number of the first port, a slash (/), the port number of the first port, a space, the slot
number of the second port, a slash, and the port number of the second port. Additional ports can also be
added by specifying their slot number, a slash, and their port number preceded by a space.

Note. Egress ports that belong to the same high availability VLAN do not need to be sequential and can be
on different second-generation NI modules.

For example, to add egress port 1/5, 6/2, and 8/3 to high availability VLAN 20 you would enter:
-> vlan 20 port-mac egress-port 1/5 6/2 8/3

You can also add a range of egress ports by entering vlan, followed by the VLAN’s ID number, port-mac
egress-port, the slot number of the first port, a slash (/), the port number of the first port on the NI, a
hyphen (-), and the last port on the NI.

For example, to add egress port 3/4 through 3/8 to high availability VLAN 20 enter:
-> vlan 20 port-mac egress-port 3/4-8

You can add multiple and ranges of egress ports in the same command line. For example, to add egress
ports 1/5, 3/4 through 3/8, 6/2, and 8/3 to high availability VLAN 20 you would enter:

-> vlan 20 port-mac egress-port 1/5 3/4-8 6/2 8/3

Removing Egress Ports

To remove egress ports from a high availability VLAN, use the no form of the vlan port-mac egress-port
command by entering vlan, followed by the VLAN’s ID number, port-mac no egress-port, the slot
number of the port, a slash (/), and the port number.

For example, to remove egress port 1/5 from high availability VLAN 20 you would enter:

-> vlan 20 port-mac no egress-port 1/5
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You can also remove multiple egress ports by entering vlan, followed by the VLAN’s ID number, port-
mac no egress-port, the slot number of the first port, a slash (/), the port number of the first port, a space,
the slot number of the second port, a slash, and the port number of the second port. Additional ports can
also be removed by specifying their slot number, a slash, and their port number preceded by a space.

For example, to remove egress port 1/5, 6/2, and 8/3 from high availability VLAN 20 you would enter:
-> vlan 20 port-mac no egress-port 1/5 6/2 8/3

You can also remove a range of egress ports by entering vlan, followed by the VLAN’s ID number, port-
mac no egress-port, the slot number of the first port, a slash (/), the port number of the first port on the
NI, a hyphen (-), and the last port on the NI.

For example, to remove egress port 3/4 through 3/8 from high availability VLAN 20 enter:
-> vlan 20 port-mac no egress-port 3/4-8

You can remove multiple and ranges of egress ports in the same command line. For example, to remove
egress ports 1/5, 3/4 through 3/8, 6/2, and 8/3 from high availability VLAN 20 you would enter:

-> vlan 20 port-mac no egress-port 1/5 3/4-8 6/2 8/3

Note. Removing the last ingress/egress port from an HA VLAN is not allowed. Deleting the VLAN is
required when there is only one ingress/egress port left in the VLAN.

Assigning and Removing MAC Addresses

The following subsections describe how to assign and remove MAC addresses from a high availability
VLAN with the mac-address-table port-mac vlan mac command. Traffic that is received on ingress
ports that contains a destination MAC address that matches the high availability VLAN address is sent out
all egress ports that belong to the high availability VLAN.

Note. Using the mac-address-table port-mac vlan mac command will change a standard VLAN to a
high availability VLAN. Standard VLAN commands do not apply to high availability VLANS.

Assigning MAC Addresses

To assign a MAC address to a high availability VLAN, use the mac-address-table port-mac vlan mac
command by entering mac-address-table port-mac vlan, followed by the VLAN’s ID number, mac, and
the MAC address. Note that both unicast and multicast addresses are supported.

For example, to assign the MAC address 00:25:9a:5¢:2f:10 to high availability VLAN 20 you would enter:
-> mac-address-tabl e port-mac vlan 20 mac 00: 25: 9a: 5¢: 2f: 10

To add more than one MAC address to a high availability VLAN, enter each address on the same
command line separated by a space. For example, to assign MAC addresses 00:25:9a:5¢:2f:11,
00:25:9a:5¢:12, and 01:00:00:3f:4¢:10, to high availability VLAN 30, you would enter:

-> mac-address-table port-mac vlian 30 mac 00:25:9a:5¢:2f:11 00:25:9a:5¢:12
01:00:00:3f:4c:10.
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Removing MAC Addresses

To remove a MAC address associated with a high availability VLAN, use the no form of the mac-
address-table port-mac vlan mac command. For example, the following command removes MAC
address 00:25:9a:5¢:2:10 from VLAN 20:

-> mac-address-table port-mac vlan 20 no mac 00:25:9a:5¢:2f:10

To remove more than one MAC address from a high availability VLAN using a single command, enter
each address on the same command line separated by a space. For example, to remove MAC addresses
00:25:9a:5¢:2f:11, 00:25:9a:5¢:12, and 01:00:00:3f:4¢:10, from high availability VLAN 30, you would
enter:

-> mac-address-table port-mac vlan 30 no mac 00:25:9a:5¢:2f:11 00:25:9a:5¢:12
01:00:00:3f:4¢:10.

Note. Removing the last MAC address from an HA VLAN is not allowed. Deleting the VLAN is required
when there is only one MAC address left.

Configuring Inter-switch Ports for HA VLANSs

One scenario using HA VLANSs involves configuring ingress ports on one switch and egress ports on a
second switch. In this case, the ports that connect the two switches require an 802.1Q tag for the HA
VLAN.

The vlan 802.1q command is used to tag a port with an HA VLAN. Once this is done, the tagged ports are
identified as inter-switch ports and will carry HA VLAN traffic between the two switches. See “Applica-
tion Example 2: Inter-Switch HA VLANS” on page 3-17 for an example of using inter-switch ports.

Note the following regarding inter-switch ports:

* Fixed ports, 802.1Q tagged ports, and link aggregates on a second-generation module are eligible to
become inter-switch ports for HA VLANS.

® Once a link aggregate is tagged with an HA VLAN, it is not possible to add any more member ports to
the aggregate.

® The HA VLAN and the default VLAN for an inter-switch port should participate in the same Spanning
Tree instance, especially when there are redundant inter-switch connections. If this is not possible—
such as when the 1x1 mode is active and there is one instance per VLAN—then ensure that the Span-
ning Tree state of the inter-switch port remains the same for both VLANS.

For more information about 802.1Q tagging, see Chapter 10, “Configuring 802.1Q.” For more informa-
tion about Spanning Tree modes and instances, see Chapter 6, “Configuring Spanning Tree Parameters,”
and Chapter 3, “Using 802.1s Multiple Spanning Tree.”
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Configuring the Flood Queue Bandwidth

When the first HA VLAN is created on the switch, an ingress flood queue is automatically created for HA
VLAN traffic. By default, the bandwidth size of this queue is set to 15mbps. To change the bandwidth
size, use the vlan port-mac bandwidth command. For example, the following command sets the band-
width value for HA VLAN 200 to 100mbps:

-> vlan 200 port-mac bandw dth 100

Note that when removing HA VLANs from the switch configuration, the flood queue remains in exist-
ence until the last HA VLAN is removed.
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Application Example 1: Firewall Cluster

This section describes how to configure the traditional firewall implementation, which uses a third-party
high availability firewall cluster, described in “Traditional Firewall Implementation” on page 3-7. As
shown in the figure on page 3-7, traffic from the Internet comes into the switch through high availability
VLAN 10 ingress ports. This VLAN has three egress ports (2/9, 2/10, and 3/5) that connect to the third-
party high availability firewall cluster. The firewall cluster is connected to three ports (4/1, 5/3, 7/6) that
belong to standard VLAN 20. This VLAN connects to devices within a private network.

Follow the steps below to configure the necessary high availability VLAN on an OmniSwitch.

1 Create a default VLAN for HA VLAN 10 ports with the vlan command as shown below:
->vlan 5

2 Assign ports to the new default VLAN with the vlan port default command as shown below:
->vlan 5 port default 1/1 2/9 2/10 3/5

3 Configure VLAN 10, which will have the ingress ports, with the vlan command as shown below:
-> vlan 10

4 Assign the ingress port 1/1 to VLAN 10 with the vlan port-mac ingress-port command as shown
below:

-> vlan 10 port-mac ingress-port 1/1

5 Assign the egress ports 2/9, 2/10, and 3/5 to VLAN 10 with the vlan port-mac egress-port command
as shown below:

-> vlan 10 port-mac egress-port 2/9-10 3/5

6 Configure standard VLAN 20, which will carry authorized traffic to the private network, with the vlan
command as shown below:

-> vlan 20

7 Assign destination MAC addresses to VLAN 10 with the mac-address-table port-mac vlan mac
command as shown below:

-> mac-address-tabl e port-nmac vlan 10 mac 00: 95: 2A: 01: 3C: 10
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Application Example 2: Inter-Switch HA VLANs

This section describes how to implement an HA VLAN configuration across two switches. As shown in
the figure below:

® Ports 3/7 and 5/4 connect Switch 1 and Switch 2. Because these ports are both tagged with HA VLAN
5 (not shown), they function as inter-switch ports for VLAN 5.

e Traffic from VLAN 5 will flow in both directions through the inter-switch link provided by the 3/4 and
5/7 connection.

® VLAN 5 has three ingress ports (2/5, 2/6, and 2/7) and three egress ports (4/10, 4/11, and 4/12) on
Switch 1 and three egress ports (1/1, 1/2, and 1/3) on Switch 2. In addition, VLAN 5 is also configured
with an HA VLAN destination MAC address (00:da:53:71:02:35) on both switches.

® The HA VLAN ingress flood queue bandwidth size is limited to 100 Mbps.

o Traffic destined for 00:da:52:71:02:35 that is received on VLAN 5 ingress ports is forwarded to the
VLAN 5 egress ports on Switch 1 and across the inter-switch link to VLAN 5 egress ports on Switch 2.

Note that traffic received on any ingress ports that is not destined for the HA VLAN MAC is forwarded
according to switching rules.

4/24g14+/12 1/11/2 1/3
1 Switch 1 Switch 2 Ll
11 1
1 1
”s = — — P 3/7 5/4
26 = — — S — >
27 = — — P\ 00:da:52:71:02:35 - — — — — — —»> 00:da:52:71:02:35

Ingress Traffic Flow - — — — — » Egress Traffic Flow - — — — — »>

HA VLAN Inter-Switch Configuration
Follow the steps below to configure this example inter-switch HA VLAN implementation:

1 Create a default VLAN for HA VLAN 5 ports on both Switch 1 and Switch 2 with the vlan command
as shown below:

->vlan 2

2 Assign ports to the new default VLAN on Switch 1 with the vlan port default command as shown
below:

->vlan 2 port default 2/5-7 3/7 4/10-12

3 Assign ports to a new default VLAN on Switch 2 with the vlan port default command as shown
below:
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->vlan 2 port default 1/1-3 5/4

4 Configure VLAN 5, which will become an HA VLAN, on both Switch 1 and Switch 2 with the vlan
command as shown below:

->vlan 5

5 Assign the ingress ports 2/5, 2/6, and 2/7 to VLAN 5 on Switch 1 with the vlan port-mac ingress-port
command as shown below:

->vlan 5 port-mac ingress-port 2/5-7

6 Assign the egress ports 4/10, 4/11, and 4/12 to VLAN 5 on Switch 1 with the vlan port-mac egress-
port command as shown below:

-> vlan 5 port-nmac egress-port 4/10-12
7 Tag port 3/7 on Switch 1 with VLAN 5 using the vlan 802.1q command as shown below:
->vlan 5 802.1q 3/7

8 Assign the egress ports 1/1, 1/2, and 1/3 to VLAN 5 on Switch 2 with the vlan port-mac egress-port
command as shown below:

->vlan 5 port-mac egress-port 1/1-3
9 Tag port 5/4 on Switch 2 with VLAN 5 using the vlan 802.1q command as shown below:
->vlan 5 802.1q 5/4

10 Assign the HA VL AN destination MAC address to VLAN 5 on both Switch 1 and Switch 2 using the
mac-address-table port-mac vlan mac command as shown below:

-> mac-address-table port-mac vlan 10 mac 00:da:52:71:02:35

11 Set the HA VLAN ingress flood queue bandwidth size to 100 Mbps using the vlan port-mac band-
width command as shown below:

-> vlan 5 port-mac bandw dth 100
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Displaying High Availability VLAN Status and
Statistics

You can use CLI show commands to display the current configuration and statistics of high availability
VLANS on a switch. These commands include the following:

show mac-address-table port- Displays the status and configuration of high availability VL ANSs.

mac

show vlan Displays a list of all VLANSs configured on the switch and the status of
related VLAN properties (e.g., admin and Spanning Tree status and
router port definitions).

show vlan port Displays a list of VLAN port assignments.

To display the status and configuration of high availability VLANSs you use the show mac-address-table
port-mac command. To display the status and configuration of all high availability VLANSs on a switch
enter:

-> show nac- address-tabl e port-mac

A screen similar to the following will be displayed:
Port mac configuration for vlian 10
Bandwi dth : 15 MB/ sec

Ingress Port |ist:

3/5 3/7
Egress Port list:
3/9 3/6

Mac Address |ist:
00: DA: 95: 3C:. 44: 55
00: 13: 14: 34: 5E: 78
01: 23:45: C1:17: 21

Port mac configuration for vlan 20
Bandwi dth : 15 MB/ sec

Ingress Port list:

1/4 8/2
Egress Port list:
3/9 3/6

Mac Address |ist:
00: 11: 22: 33: 44: 55
07:23:14: 34: 31: 25
00: 23:45: 67: 43: 04

To display the status and configuration of a single high availability VLAN enter show mac-address-table
port-mac vlan followed by the VLAN’s ID number. For example, to display the status and configuration
of high availability VLAN 10 enter

-> show nac- address-tabl e port-nmac vlan 10
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A screen similar to the following will be displayed:
Port mac configuration for vlian 10
Bandwi dth : 15 MB/sec

Ingress Port list:
3/5 3/7

Egress Port list:
3/9 3/6

Mac Address |ist:
00: 11: 22: 33: 44: 55
00: 13: 14: 34: 34: 78
01: 23:45: 67:11: 21

Note. See the OmniSwitch CLI Reference Guide.for complete syntax for the show mac-address-table
port-mac command.
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